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Abstract

We introduce a similarity-based machine learning approach for detecting non-market, ad-
versarial, malicious Android apps. By adversarial, we mean those apps designed to avoid
detection. Our approach relies on identifying the Android applications that are similar to
an adversarial known Android malware. In our approach, similarity is detected statically
by computing the similarity score between two apps based on their methods similarity.
The similarity between methods is computed using the normalized compression distance
(NCD) in dependence of either zlib or bz2 compressors. The NCD calculates the seman-
tic similarity between pair of methods in two compared apps. The first app is one of the
sample apps in the input dataset, while the second app is one of malicious apps stored in a
malware database. Later all the computed similarity scores are used as features for training
a supervised learning classifier to detect suspicious apps with high similarity score to the
malicious ones in the database.


