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Abstract these applications can not be trusted, either by the server
A user that runs them, or by each other. Given untrusted

Language-based extensible systems, such as Java S .
tual Machines and SPIN, use type safety to provide memgppllcatlons, a language-based extensible system should
' e able to isolate applications from one another because

ory safety in a single address space. By usin softwar%1 .. . )
Y 4 9 P y 9 they may be buggy or even malicious. An execution envi-

to provide safety, they can support more efficient IPC. ttor byt de that att s i h
Memory safety alone, however, is not sufficient to pro__ronmen orJava byte code that altempts 1o provide suc

tect different applications from each other. Such systemésoIatlon is what we term a “Java operating system.

need to support process moddhat enables the control i Ccf)nventlonal ohperzatmg systle:ns ﬁ:ov'de thtg abs%[rac-
and management of computational resources. In partic-'on9 aprocesswhich encapsuates the execution ot an
plication. Aprocess modedefines what a process is

ular, language-based extensible systems should suppoqu hat it do. The following feat
resource control mechanisms analogous to those in stafe'¢ What it may do. The following features are neces-

dard operating systems. They need to support the Sepggry in any process model for safe, extensible systems:

ration of processes and limit their use of resources, but 4 protection A process must not be able to destroy

still support safe and efficient IPC. o the data of another process, or manipulate the data
We demonstrate how this challenge is being ad- of another process in an uncontrolled manner.
dressed in several Java-based systems. First, we lay out

the design choices when implementing a process model ¢ Resource ManagemenResources allocated to a
in Java. Second, we compare the solutions that have process must be separable from those allocated to

been explored in several projects: Alta, KO, and the other processes. An unprivileged or untrusted pro-
J-Kernel. Alta closely models the Fluke operating sys- cess must not be able to starve other processes by
tem; KO is similar to a traditional monolithic kernel; denying them resources.

and the J-Kernel resembles a microkernel-based system.
We compare how these systems support resource control,
and explore the tradeoffs between the various designs.

¢ Communication Since an application may con-
sist of multiple cooperating processes, processes
should be able to communicate with each other.
Supported communication channels must be safe
and should be efficient.

1 Introduction These requirements on processes form one of the pri-
Language-based extensible systems in the form ofmary tradeoffs in building operating systems, as illus-
Java virtual machines are used to implement executiotrated in Figure 1. On the right-hand side, processes
environments for applets in browsers, servlets in serversg;an be protected from each other most easily if they are
and mobile agents. All of these environments share then completely separate machines. In addition, manag-
property that they run multiple applications at the sameing computational resources is much simpler, since the
time. For example, a user may load applets from differ-resources are completely separate. Unfortunately, com-
ent Web sites into a browser; a server may run servletsnunication is more expensive between processes on dif-
from different sources; and an agent server may rurferent machines. On the left-hand side, communication
agents from across the Internet. In many circumstanceis much cheaper, since processes can share memory di-
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chine. Aside from the overhead involved in starting mul-
tiple JVMs, the cost of communication between appli-
cations and applets is greater when applications are run
in separate virtual machines (as suggested by Figure 1).
Additionally, in small systems, such as the PalmPilot,
an OS or hardware support for multiple processes might
not be present. In such environments, a JVM must per-
form operating system tasks. A final reason to use a sin-
gle JVM is that better performance should be achievable
through reduction of context switching and IPC costs.
Unfortunately, standard Java systems do not readily sup-
port multiprogramming, since they do not support a pro-
cess abstraction. The research issues that we explore in

shared memory this paper are the design problems that arise in imple-

menting a process model in a Java virtual machine.

The hard problems in implementing a process model
for Java revolve around memory management. Other
hard problems in designing a process model are not
unigque to Java. In a Java system, protection is provided
i ) i , , through the type safety of the language. Memory man-
Figure 1: Trading off sharing and isolation between pro-pement is harder in Java than in conventional operating
cesses. On the right, running different processes on SeRytems hecause the address space is shared. Ina conven-
arate machines isolates them cleanly, but communicg;,n a1 gperating system, protection is provided through
tion is more expensive. On the left, in theory a single- 4 memory management unit. Process memory is inher-

address-space operating system allows the most efficieréh“y separated, and systems must be engineered to pro-
communication between processes, but isolation is th@ide fast. efficient communication.

most difficult.

ease of protection and resource management
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Y
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In this paper we compare several Java systems, and
the process models that they support: Alta and KO, two
Opal [13], as well as older work on language-based operprojects at the University of Utah, and the J-Kernel, a
ating systems [38, 43] has focused on the left side of thdroject at Cornell. Alta is structured much like the Fluke
figure. The reemergence of language-based extensibiicrokernel [22], provides a hierarchical process model,
systems, such as SPIN [9, 32, 51] has focused attentiodnd focuses on providing safe, efficient sharing between
back on the left side of the diagram. Such systems ar@rocesses with potentially different type-spaces. KO is
single-address-space systems that use type safety instesiguctured much like a traditional monolithic kernel and
of hardware memory mapping for protection. In this pa-focuses on stringent and comprehensive resource con-
per we discuss how resource management can be pr@’.0|S. The J-Kernel is structured like a microkernel-
vided in language-based systems (in particular, in Javaased system, with automatic stub generation for inter-
and how the tradeoff between memory control and shartask communication. It should not be surprising that
ing is expressed in these systems. language-based operating systems can adopt ideas from

We view Java as an example language-based extendievious operating systems research: many of the de-
ble system for several reasons. First, Java’s use of loadign issues and implementation tactics remain the same.
time bytecode verification removes the need for a trusted hese systems support strong process models: each can
compiler. Second, Java’s popularity makes it possibldimit the resource consumption of processes, but still per-
that a process model could be used widely. Finally, Javanit processes to share data directly when necessary.
is general enough that the lessons we have learned in Section 2 overviews Java and its terminology. Sec-
developing a process model for it should apply to othertion 3 describes the technical challenges in providing re-
language-based extensible systems. source managementin Java, and Section 4 compares the

Systems such as Servlet Engines [4] and mobiledesign and implementation of Alta, KO, and the J-Kernel.
agent servers [30] need to support multiple Java applicaSection 5 describes related research in traditional operat-
tions simultaneously. For safety, these systems use sep?d Systems, language-based operating systems, and Java
arate Java virtual machines to contain each applicatiorin particular. Section 6 summarizes our conclusions.
While it is possible to run multiple Java applications and
applets in separate Java virtual machines (JVMs), there
are several reasons to run them within a single virtual ma-



2 Background ¢ Resource allocatian the ability to allocate re-
sources to processes in a way that does not allow
processes to violate imposed resource limits. Al-
location mechanisms should be fair and should not
incur excessive overhead.

Java is both a high-level object-oriented lan-
guage [26] and a specification for a virtual machine that
executes bytecodes [32]. Java gives applications control
over the dynamic linking process through special objects

calledclass loadersClass loaders support user-defined,  \ae discuss each of the previous issues with respect
type-safe [31] loading of new data types, object typeso several computational resources: memory, CPU usage,
and code into a running Java system. and network bandwidth. We do not currently deal with

A JVM is an architecture-neutral platform for object- managing the use of persistent storage, because there
oriented, multi-threaded applications. The JVM providesjg |ittje specific to the management of such storage in
a number of guarantees, backed by run-time verificatiorpanguage_based systems. Since Java encourages direct
and automatic memory management, about the MeMOYharing of memory, the primary difficulty in supporting

safety of applications it executes. Specifically, the byte-3 process model in Java is in isolating processes’ mem-
codes that constitute an application must satisfy certaimyy from one another.

semantic constraints, and only the JVM-provided auto-
matic garbage collector can reclaim storage. 3.1 Memory
A traditional JVM is structured as a trusted core, usu- . .
. . . L The issues of memory accounting, memory reclama-
ally implemented in C, augmented with Java libraries.,.

oo Hon and memory allocation within a Java process model
Together, the core and libraries implement the standar L . . L .
can be divided into two discussions: memory accounting

Java class libraries. Calls to the core C code are made . . . )
. and the impact of the inter-process sharing model; and
throughnative methods ) . -
! . allocation and deallocation policies.
Protecting a system from buggy or malicious code,
and protecting clients from each other, requires morey 4 4 Sharing Model

control than just the protection afforded by type safety. . )
In particular, a JVM must also be able to provide se- A Sharing modeldefines how processes can share

curity (control over data, such as information in files) data with each other. In a Java operating system, three

and resource management (control over computationdiNCICes are possible: copying, direct sharing, and indi-

resources, such as CPU time and memory). A JVM idect sharing. The sharing model in standard Java (with-

therefore analogous to a traditional operating system, ©Ut Processes) is one direct sharing objects contain
Although extensive investigation has been devoted td)plnters to one another, and a thread accesses an object’s

security issues in Java [25, 47], resource managemeﬁ‘F'dS via offsets from the object pointer. In Java with

has not been as thoroughly investigated. For exampld?fOCeSSes, the choice of sharing model affects how mem-

a client can abuse its use of memory (either intentionally°’y @ccounting and process termination (resource recla-
or accidentally) to compromise the overall functionality Mation) can be implemented. _
of a JVM. The design and implementation of robust Java.  COPYing.  Copying is the only feasible alterna-

operating systems that tightly control resource usage i§V& When address spaces are not shared: for example,
an open area of research that we are addressing. when two processes are on different machines. Copying
was the traditional approach to communication in RPC

systems [10], although research has been aimed at re-
3 Resource Management ducing the cost of copying for same-machine RPC [8].

This section discusses the primary design choices foy. ach [1], for example, used copy-on-write and out-of-
ine data to avoid extra copies.

managing resources in a Java operating system. We di-

vide the problem of resource management into three rel-) tlf data copying |stthhe only means of cot_mmuntljcatlon
lated subproblems: etween processes, then memory accounting and process

termination are straightforward. Processes do not share
¢ Resource accountinghe ability to track resource any objects, so a process’s objects can be reclaimed im-
usage. Accounting can be exact or approximatemediately; there can be no ambiguity as to which process
and can be fine-grained or coarse-grained. owns an object. Of course, the immediacy of reclamation
) . ) depends on the garbage collector’s involvement in mem-
» Resource reclamatiorthe ability to reclaim a pro- o1y accounting: reclaiming objects in Java could require
cess’s resources when it terminates. Complex alx fi garbage collection cycle.
location management policies and flexible sharing |, Java, the use of copying as a communication
policies can make reclamation difficult. Reclama- mechanism is unappealing because it violates the spirit
tion can be immediate or delayed. of the Java sharing model, and because it is slow. There



is enough support in a JVM for one process to safelyJava.

share a trusted object with an untrusted peer; not lever-

aging this support for fine-grained sharing in a Java pro3.1.2 Allocation and Deallocation

cess model neutralizes the major advantage of using a Without page-protection hardware, software-based
language-based system. On the other hand, in a systefechanisms are necessary to account for memory in
that only supports copying data between processes, prer Java operating system. Every allocation (or group
cess termination and per-process memory accounting ag allocations) must be checked against the allocating
much simpler. process’s heap limit. Stack frame allocations must be

Direct Sharing. Since Java is designed to support checked against the executing thread’s stack limits.
direct sharing of objects, another design option is to al-  Memory is necessarily reclaimed in Java by an auto-
low direct sharingbetweerprocesses. Interprocess shar- matic garbage collector [50]. It seems obvious to use the
ing of objects is then the same as intraprocess sharingarbage collector to do memory accounting as well. The
Direct sharing in single-address-space systems is somgimplest mechanism for keeping track of memory is to
what analogous to shared memory (or shared libraries) ihave the allocator debit a process that allocates memory,
separate-address-space systems, but the unit of sharingdfd have the garbage collector credit a process when its
much finer-grained. memory is reclaimed.

If a system supports direct sharing between pro- |n the presence of object sharing (whether direct or
cesses, then process termination and resource reclamdirect), other memory accounting schemes are possi-
tion are complicated. If a process exports a directlyple. For example, a system could conceivably divide the
shared object, that object cannot be reclaimed when thezost” of an object among all the parties that keep the
exporting process is terminated. The type-safety guarobject alive. This model has the drawback that a process
antees made by the Java virtual machine cannot be vizan be spontaneously charged for memory. For example,
lated, so any reference to the object must remain validsuppose a process acquires a pointer to a large object,
To reclaim the object would require that all references toand is initially only charged for a small fraction of the
the object be located. In the presence of C code, sucBbject’'s memory. If the other sharers release their refer-
a search is impossible to do without extensive compilelences, the process may asynchronously run out of mem-
support. Therefore, in order to support resource reclamaory, because it will be forced to bear the full cost of the
tion when a process is killed, either direct sharing needgntire object.
to be restricted or the system must guarantee that all out-  Another potential scheme is to allow processes to
standing references to any object can be located. pass memory “credits” to other processes. For example,

Indirect Sharing. An alternative to direct sharing is a server could require that clients pass several memory
indirect sharing in which objects are shared through a credits with each request to pay for the resources the
level of indirection. When communicating a shared ob-server allocates. Such a scheme is analogous to eco-
ject, a direct pointer to that object is not provided. In- nomic models that have been proposed for resource allo-
stead, the process creates a proxy object, which encapation [46]. A similar system might permit a process to
sulates a reference to the shared object. It then passesransfer the right to allocate under its allowance. A sim-
pointer to the proxy object. Proxies are system-protectedlar effect is possible in the simple allocator-pays model
objects. In order to maintain indirect sharing (and pre-by having a client allocate an object and pass it to the
vent direct sharing), the system must ensure that there iserver to be “filled in.”
no way for a client to extract a direct object pointer from  An important issue in managing memory is the re-
a proxy. Such second-class handles on objects are comationship between allocation and accounting schemes.
monly called capabilities; analogues in traditional oper-|n particular, a system that charges per object, but al-
ating systems include file descriptors and process identiocates memory in larger chunks, might be subject to
fiers. a fragmentation attack. A process with a small budget

Compared to direct sharing, indirect sharing is lesscould accidentally or maliciously cause the allocation of
efficient, since an extra level of indirection must be fol- g large number of blocks. One solution is to provide
lowed whenever an interprocess call occurs. The advaneach process with its own region of physical or virtual
tage of indirection, however, is that resource reclamatiorhddresses from which to allocate memory. While this so-
is straightforward. All references to a shared object canution guarantees accurate accounting for internal frag-
be revoked, because the level of indirection enables thgmentation, it may introduce external fragmentation.
system to track object references. Therefore, when a pro-
cess is killed, all of its shared objects can be reclaime®.2 CPU Usage
immediately. As with copying, immediate revocation is

. _ _ The two mechanisms necessary for controlling CPU
subject to the cost of a full garbage collection cycle in

usage are accounting and preemption. The system must



be able to account accurately for the CPU time consumedan drop dramatically if too much packet processing is
by a thread. The system must also be able to preverdone at interrupt level, where normal process resource
threads from exceeding their assigned CPU limits by prefimits do not apply. They concluded that systems should
empting (or terminating) them. Desirable additional fea-performlazy receiver processin@RP), which is a com-
tures of CPU management are multiple scheduling poli-bination of early packet demultiplexing, early packet dis-
cies, user-providable policies, and support for real-timecard, and processing of packets at the receiver’s priority.
policies. The use of LRP improves traffic separation and stability
under overload.
3.2.1 CPU Accounting

The accuracy of CPU accounting is strongly influ- 3-2-2 Preemption and Termination
enced by the way in which processes obtain services. Preempting a thread that holds a system lock could
If services are implemented in libraries or as calls to alead to priority inversion. As a result, it is generally
monolithic kernel, accounting simply amounts to count-better to let the thread exit the critical section before it
ing the CPU time that a thread accrues. is preempted. Similarly, destroying a thread that holds
CPU accounting is difficult with shared system ser-a system lock could lead to consistency problems if the
vices, where the process to bill for CPU usage is notlock is released or deadlock if the lock is never released.
easily determined. Examples of such services includé’reemption and termination can only be safe if the sys-
garbage collection and interrupt processing for networkem can protect critical sections against these operations.
packets. For such services, the system needs to have a By making a distinction between non-preemptible,
means of deciding what process should be charged.  non-killable code, and “regular” code a Java system ef-
Garbage Collection. The simplest accounting pol- fectively makes a distinction between user-mode and
icy for garbage collection is to treat it as a global sys-kernel-mode [5]. In a traditional, hardware-based sys-
tem service. Unfortunately, such a policy is undesirablelem, entry to (and exit from) the kernel is explicit: it is
because it opens the system to denial-of-service attackgiarked with a trap instruction. The separation between
For example, a process could trigger garbage collectionkernel and user code is not as clear in Java, since making
frequently so as to slow down other processes. In ada call into the kernel might be no different than any other
dition, treating garbage collection as a universal servicanethod invocation.
allows priority inversion to occur. If a low-priority thread In addition to providing support for non-preemptible
allocates and deallocates large chunks of memory, it magand non-killable) critical sections, a Java operating sys-
cause a high-priority thread to wait for a garbage collectem needs to have a preemption model within its kernel.
tion. The design choices are similar to those in traditional sys-
We see two approaches that can be taken to solve thiems. First, the kernel could be single-threaded, and pre-
problem. First, the garbage collector could charge itsemption would only occur outside the kernel. Alterna-
CPU usage to the process whose objects it is traversingively, the system can be designed to allow multiple user
However, since this solution would require fine-grainedthreads to enter the kernel. In the latter case, preemp-
measurement of CPU usage, its overhead would likely béion might be more immediate, but protecting the kernel's
prohibitive. data structures incurs additional overhead.
The second alternative is to provide each process
with a heap that can be garbage-collected separateld.3 Network Bandwidth
such that the GC time can be charged to the owning pro-  While bandwidth can be important for certain appli-
cess. Independent collection of different heaps requiregations of Java, such as active networks [48], there is lit-
special treatment of inter-heap references if direct sharje about controlling network bandwidth that is specific
ing is to be allowed. In addition, distributed garbageto Java. A range of approachesl from byte Counting to
collection algorithms might be necessary to collect datgacket scheduling, is available.
structures that are shared across heaps. The J-Kernel experimented with a special version of
Packet Handling. Interrupt handling is another sys- the WinSocket DLL to count bytes in outgoing network
tem service, but its behavior differs from that of garbagestreams. The implementations of KO and Alta could
collection, because the “user” of an external interrupteasily provide access to packet scheduling facilities pro-
cannot be known until the interrupt is serviced. TheVided by the infrastructure on which they run.
goal of the system should be to minimize the time that
is needed to identify the receiver, as that time cannot be .
accounted for. For example, Druschel and Banga [20f Comparison
showed how packets should be processed by an operat- |n this section we describe in detail our two proto-
ing system. They demonstrated that system performanagpe systems, KO and Alta, and the prototype of a third



Java operating system, J-Kernel, that has been built airect references must be copied recursively. By de-
Cornell. These systems represent different sets of desigiault, standard Java object serialization is used, which
tradeoffs: involves marshaling into and unmarshaling from a lin-
. . . ear byte buffer. To decrease the cost of copying, a fast
e The J-Kernel disallows direct sharing between .,y mechanism is also provided. Specialized code for
processes, and uses bytecode rewriting to SUPPOY (|35 creates a direct copy of an object’s fields. Both
indirect sharing. Because it consists of Java codgpe gpecialized fast copy code and the stubs needed for
only, it is portable across JVMs. As a result, orqss-domain calls are generated dynamically.
though,the resou'rce controls that the J-Kernel p'ro— The J-Kernel supports thread migration between
vides are approximate. J-Kernel IPC does not in-ta5ys:  cross-task communication is not between two
volve a rendezvous: a thread migrates across progyreads. Instead, a single thread makes a method call
cesses, which can delay termination. that logically changes protection domains. Therefore, a
« KO partitions the Java heap so as to isolate refull context switch is.not required. To prevent malicious
source consumption. In addition, restricted di- callers from damaging a callee’s data structures, ea(;h
rect sharing is permitted through the system heapt@Sk is only allowed to stop a thread when the thread is
Garbage collection techniques are put to interest€xecuting cod(_a in its own process. This chmce of system
ing use to support this combination. CPU inheri- structure requires that a caller trust all o_f its callees, be-
tance scheduling is used as a framework for hier-cause a malicious or erroneous callee might never return.

archical scheduling of CPU time.
g 4.1.2 Resource Management

e Alta uses hierarchical resource management, The J-Kernel designers made the explicit decision not
which makes processes responsible for (and givego build their own JVM. Instead, the J-Kernel is written
them the capability of) managing their subpro- entirely in Java. As a result of this decision, the J-Kernel
cesses’ resources. Direct sharing between siblingjesigners limited the precision of their resource control
processes is permitted because their parent is remechanisms. The lack of precision occurs because the
sponsible for their use of memory. The hierarchy jyM that runs under the J-Kernel cannot know about
also is a good match for CPU inheritance schedulprocesses. As a result, it cannot account for the resources

Ing. that it consumes on behalf of a process.
Memory Management. In order to account for
4.1 J-Kernel memory, the J-Kernel rewrites the bytecode of construc-

The J-Kernel [15, 28] implements a microkernel ar- tors and finalizers to charge and credit for memory usage.
chitecture for Java programs, and is itself written in JavaSuch a scheme does not take fragmentation into account.
It supports multiple protection domains that are calledIn addition, memory such as that occupied by just-in-
tasks. Names are managed in the J-Kernel through thiéme compiled code is hard to account for.
use ofresolvers which map names onto Java classes. CPU Management.The NT version of the J-Kernel
When a task creates a subtask, it can specify whictuses a kernel device driver to monitor the CPU time con-
classes the subtask is allowed to access. Class loadeggmed by a thread. This mechanism is reactive: threads

are used to give tasks their own name spaces. can only be prevented from consuming further resources
after they already exceeded their limits. In addition, it is
4.1.1 System Model difficult to add custom scheduling policies for tasks.

Communication in the J-Kernel is based on capabil- .
ities. Java objects can be shared indirectly by passing-1-3 mplementation Status
a pointer to acapability object through a “local RMI” A version of the J-Kernel that does not support re-
call. The capability is a trusted object containing a di- source controls is freely available from Cornell [45]. The
rect pointer to the shared object. Because of the levedvantage of their implementation approach is a high de-
of indirection through capabilities to the shared object,gree of portability: the J-Kernel can run on most JVMs.
the capabilities can be revoked. A capability can only beSince it uses class reloading, there are some dependen-
passed if two tasks share the same class. Making a clas#es on the specific interpretation of gray areas in the Java
shared is an explicit action that forces two class loaderéganguage specification.
to share the class. The J-Kernelis distributed with two additional pieces
All arguments to inter-task invocations must either of software. The first is JOS, which uses the J-Kernel to
be capabilities, or be copied in depth, i.e., the completgrovide support for servers. The second is J-Server, a
tree of objects that are reachable from the argument vi3Veb server that safely runs client-provided Java code.



4.1.4 Summary tion of individual heaps and it is able to charge garbage
The J-Kernel adopts a capability-based model tha€ollection time to the appropriate processes. The use of

disallows direct sharing between tasks. As a result, it$eparate heaps has the additional benefit of allowing KO

capabilities are directly revocable, and memory can bd0 avoid priority inversions: it is not necessary to stop

completely reclaimed upon task termination. In addition,higher-priority threads in other processes when perform-

the J-Kernel exploits the high-level nature of Java’s bytedng a collection.

code representation to support the automatic creation of

communication channels. 4.2.2 Resource Management
Memory Management. The use of separate heaps
4.2 KO simplifies memory accounting because each heap is sub-

KO's design loosely follows that of a traditional ject to its own memory budget, and simplifies CPU ac-
monolithic kernel. KO is oriented toward complete re- counting because each heap can be collected separately.
source isolation between processes, with the secondat) order to preserve these benefits while still allowing
goal of allowing direct sharing. As in a traditional oper- for efficient process communication, KO provides lim-
ating system, each process is associated with a separdted direct sharing between heaps. If two processes want
heap, and sharing occurs only through a special, share@ share an object, two criteria must be met. First, the
heap. processes must share the type of the object. Second, the

KO can run most JDK 1.1 applications without mod- object must be allocated in the shared heap. The creation
ification. It cannot run those that assume that they wer®f a shared object is a privileged operation. An objectin

loaded by a “null” class loader. a process heap can refer to a shared object, and a shared
object can refer to an object in a process heap. However,
4.2.1 System Model KO explicitly disallows direct sharing between objects in

A KO process consists of a name space, a heap, and¥parate processes’ heaps, and uses write barriers [50] to
set of threads. KO relies on class loaders to provide dif€nforce this restriction.
ferent processes with separate name spaces. Each pro- Acquiring a reference to a shared object is only pos-
cess is associated with its own class loader, which is logsible by invoking the system, and KO ensures that re-
ically considered part of the kernel. To provide different sources allocated within the system heap on behalf of an
processes with their own copies of classes that contaiRfocess are subject to a specific limit. For instance, each
static members, KO loads classes multiple times. Unlikg?rocess may only open a certain number of files, since
other JVMs, KO allows safe reloading of all but the mostthe kernel part of a file descriptor is allocated in system
essential classes, such@isject or Throwable . Tore-  Space. KO must be careful to not hand out references to
duce a process’s memory footprint, classes that do ndbjects that have public members, or objects it uses for
contain shared data may be shared between processé¥ernal synchronization.
akin to how different processes map the same shared li- Shared objects have a restricted execution model.
brary into their address spaces in a traditional OS. HowDuring their construction, they can allocate objects on
ever, since all shared classes must occupy a single nant@e system heap. After the objects are constructed,
space, sharing is a privileged operation. threads that methods on them are subject to normal seg-

Threads access kernel services by Ca”ing into kernel[nent limits: if a thread attemptS to use a shared ObjeCt to
code directly. The kernel returns references to kernel obWrite a reference to a foreign heap into its own heap, a
jects that act as capabilities to such things as open filegégmentation violation error will be triggered.
and sockets. In order to support the stopping or killing of ~ To allow for separate garbage collection of individ-
threads, KO provides a primitive that defers the deliveryual heaps, KO implements a form of distributed GC [37].
of asynchronous exceptions until a well-defined cancelFor each heap, KO keeps a listattry itemsfor objects
lation point within the kernel is reached. This primitive t0 Which external references exist. An entry item consists
does not solve all of the problems with thread termina-Of a pointer to the local object and a reference count. The
tion, but it enables the kernel programmer to safely canleference count denotes the number of foreign heaps that
cel user processes without compromising the integrity ofiave links to that object. The garbage collector of a heap
the kernel. treats all entry items as roots. For each heap, KO also

Each KO process is associated with its own heapkeeps a list okxit itemsfor non-local objects to which
Shared classes and other shared data reside in a distirff€ heap refers. An exit item contains a pointer to the
heap called the shared heap. KO supports comprehe@ntry item of the object to which it refers. At the end
sive memory accounting that takes internal allocationgf a garbage collection cycle, unreferenced exititems are
by the JVM into account. Because KO controls inter- collected and the reference counts in the corresponding
heap references, it is able to support independent colle@ntry items are decremented. An entry item can be re-



claimed if its reference count reaches zero. vide compatibility with traditional Java scheduling, the
Write barriers are used to automatically create andoot thread group of each process by default is associ-
update exit and entry items, as well as to maintain theated with a fixed-priority scheduler that is a child of the
heap reference invariants described previously. If a writestride scheduler.
barrier detects a reference that is legal, it will lookup and
create the corresponding exit item for the remote object4.2.3 Implementation Status
In turn, the corresponding entry item in the foreign heap ~ We have prototyped a KO kernel that is composed
is updated. The same write barrier is used to prevent thef a modified JVM that is based on Kaffe 1.0betal. It
passing of illegal cross-heap references. If the referencg supplemented by classes in binary format from Java-
that would be created by a write is illegal, a segmentaSoft's JDK 1.1.5, and a package of privileged classes
tion violation error is thrown. The use of a write barrier that replace part of the core java packages. KO ran as
is similar to the use of write checks in Omniware [2]. Al- a stand-alone kernel based on the OSKit [21] (a suite
though it may seem odd to use another protection mechef components for building operating systems). Addi-
anism (software fault isolation) in a type-safe system, thaionally, KO ran in user-mode with libraries that sim-
motivation is resource management, not memory safetyulate certain OSKit components such as interrupt han-
Finally, to improve the use of the JVM’s memory as dling and raw device access. We implemented sepa-
a whole, K0 does not reserve non-overlapping, contigurate heaps, as well as write barriers. Our initial proto-
ous memory regions for each heap. Instead, memory aaype did not support separate garbage collection nor class
counting is done on a per-block basis. Small objects argiarbage collection. The prototype supported CPU inher-
stored in page-sized blocks, whereas larger objects angance scheduling in the way described above, although it
stored in dedicated blocks. Heaps receive new memorgnly supported schedulers implemented as native meth-
in blocks, and the garbage collector only reimburses ads in C. We implemented four different policies: fixed-
heap if it frees a whole block. priority, rate-monotonic scheduling, lottery, and stride-
CPU Management. In traditional Java, each thread scheduling.
belongs to a thread group. Thread groups form a hierar- We are currently working on a successor system
chy in which each thread group has a parent group. Thealled KaffeOS, which is based on a much improved base
initial thread group is the root of the group hierarchy. KO JvM, supports separate garbage collection, and will pro-
adapts the thread group classes such that all threads bgide full resource reclamation.
longing to a process are contained in a subtree. Process
threads cannot traverse this tree past the root of this su.2.4 Summary

tree. KO’s design is oriented towards complete resource
KO combines the thread group hierarchy with CPUjsplation between processes, with the secondary goal of
inheritance SChedU”ng [23] CPU inheritance SChedUl'a”owing direct sharing_ By g|V|ng each process a sepa-
ing is based on a directed y|E|d primitive: a SChedUlerrate heap, many memory and CPU management resource
thread donates CPU time to a specific thread by yieldissues become simpler. Sharing occurs through a shared
ing to it, which effectively schedules that thread. Sincesystem heap, and distributed garbage collection tech-

the receiver thread may in turn function as a schedulepjques are used to safely maintain sharing information.
thread, scheduler hierarchies can be built. Each non-root

thread has an associated scheduler thread that is notifiel3  Alta
when that thread is runnable. A scheduler may use a Alta [

) ) : ] 44] is an extended Java Virtual Machine that
timer to revoke its donation, which preempts a schedyq\iqes a hierarchical process model and system API

uled thread. U_sing CPU inheritance s_cheduling aIIOWSmodeled after that provided by the Fluke microkernel.
KQ tq do two things. First, KO can provide each Processy| ke supports aested process modg22], in which
with its own scheduler that may implement any processy ,4cess can manage all of the resources of child pro-

specific policy to schedulg t_he threads in that ProcesSsesses in much the same way that an operating system
Second, thread groups within processes may hmrarchhanages the resources of its processes. Memory man-
cally schedule the threads belonging to them. agement and CPU accounting are explicitly supported by
Each thread group in KO is associated with a schedy,o A5 system API. Higher-level services, such as net-
uler, which is an abstract Java class in KO. Different po“'work access and file systems, are managed by servers

cies are implemented in different subclasses. At the roofy;, \hich applications communicate via IPC. Capabil-
of the scheduling hierarchy, KO uses a fixed priority pol-jsias hrovide safe, cross-process references for commu-
icy to guarantee that the system heap garbage collectq{ication

is given the_h_ighest prio_rity. At the next level, a stride Each process has its own root thread group, threads,
scheduler divides CPU time between processes. To Proj, private copies of static member data. Per-process



memory accounting in Alta is comprehensive. For ac-ences that are passed to a process’s children will become
cess control purposes, Alta expands the Fluke model bynused.
providing processes with the ability to control the classes  To support clean thread and process termination, Alta
used by a sub-process. Alta also extends the Java classes standard operating system implementation tricks to
model in that it allows a process to rename the classeprevent the problem of threads terminated while execut-
that a subprocess sees. As a result, a process can intémg critical system code, just like in KO. For example,
pose on all of a subprocess’ interfaces. to avoid stack overflows while executing system code,
The Alta virtual machine does not change any of thethe entry layer will verify sufficient space is available
interfaces or semantics defined by the JVM specificationon the current thread stack. This check is analogous
Existing Java applications, suchjagac (the Javacom- to the standard technique of pre-allocating an adequate

piler), can run unmodified as processes within Alta. size stack for in-kernel execution in traditional operat-
ing systems. Additionally, Alta is structured to avoid ex-
4.3.1 System Model plicit memory allocations within “kernel mode.” A sys-

Communication in Alta is done through an IPC sys- tem call can allocate objects before entering the kernel
tem that mimics the Fluke IPC system. Inter-processProper. Thus, all allocation effectively happens in “user
communication is based on a half-duplex, reversiblemode.” Since the notion of the system code entry layer
client-server connection between two threads (whichS explicit, some system calls (for examplread.-
may reside in different processes). Additionally, Alta currentThread() ) never need enter the kernel.

IPC provides immediate notification to the client or ~ CPU Management. Alta provides garbage collec-
server if the peer at the other end of the connection idion as a system service. This leaves Alta open to
terminated or disconnects. denial-of-service attacks that generate large amounts of

Alta permits sibling processes to share objects di-garbage—which will cause the garbage collector to run.
rectly. Objects can be shared by passing them througkiven the memory limits on processes, and limits on the
IPC. Sharing is only permitted for objects where the twoCPU usage of a process, GC problems like this can be
processes have consistent views of the class name spadeitigated.

Enforcing this requirement efficiently requires that the _

classes involved are all final, i.e., that they cannot bet-3.3 Implementation Status

subclassed. While this is somewhat restrictive, all of the  Alta’s implementation is based on a JDK 1.0.2-
primitive types — such abyte[] (an array of bytes) equivalent JVM and libraries (Kaffe [49] version 0.9.2

andjava.lang.String — and many of the core Alta and Kore [14] version 0.0.7, respectively). The bulk of

classes meet these requirements. the system is implemented entirely in Java. The internals
of the VM were enhanced to support nested processes. A

4.3.2 Resource Management number of the core library classes were modified to use

The strongest feature of the Alta process model isAlta primitives and to make class substitution more ef-
the ability to “nest” processes: every process can mantective. Inadditiontgavac , Alta supports simple appli-
age child processes in the same way the system managgations that nest multiple children and control their class
processes. Resource management in Alta is strictly hitame spaces, along with a basic shell and other simple
erarchical. Any process can create a child process and@pplications.
limit the memory allowance of that process. In terms of code sharing, a process in Alta is analo-

Memory Management. Alta supports memory ac- 9gous to a statically linked binary in a traditional systems
counting through a simple allocator-pays scheme. The— €ach process has its own JIT'd version of a method.
garbage collector credits the owning process when ad he Kaffe JIT could be modified to provide process-
object is eventually reclaimed. When a process is termiindependent, sharable code, just as compilers can gener-
nated, any existing objects are “promoted” into its par-ate position-independent code for shared libraries. Like
ent's memory. Thus, it the responsibility of the parentthe version of Kaffe on which it is based, Alta does not
process to make sure that cross-process references af@t support garbage collection of classes.
not created if full memory reclamation is necessary upon Alta does not implement CPU inheritance schedul-
child process termination. Itis importantto note that Altaing. Because Alta and KO share a common code base,
enables a process to prevent child processes from passifige CPU inheritance scheduling that is implemented in
Java object references through IPC. the KO should be easy to migrate to Alta. In addition,

Memory reclamation is simple if a process only like KO, Alta runs as a regular process on a traditional
passes references to its children. In the nested proce§¥erating system and could be made to run on top of bare
model, when a process is terminated all of its child pro-hardware using the OSKit.
cesses are necessarily terminated also. Therefore, refer-



4.3.4 Summary The subsequent columns of Table 2 show the time

Alta implements the Fluke nested process model and€duired for cross-task communication. Alta IPC is sig-
APl in a Java operating system. It demonstrates that th@ificantly slower because it is a rendezvous between two
nested process model can provide Java processes withreads and uses ports, whereas J-Kernel IPC is sim-
flexible control over resources. Because of the hierarchiP!y cross-process method invocation. KO IPC is imple-
cal nature of the model, direct sharing between siblinggnented using a shared rendezvous object and is based
can be supported without resource reclamation problemdlirectly on wait/notify. The IPC cost in KO reflects its un-

optimized thread package that is different than the thread
4.4 Performance Evaluation package inthe other JVMs.
We ran several microbenchmarks on our two proto- Our perfor_mance_z rgsu_lts |_nd|cate that our systems
need substantial optimization in order to realize the per-
type systems, Alta and KO, and a port of the ‘]_Kemelformance potential of language-based operating systems
to Kaffe to measure their baseline performance. Thes '

he performance benefits from fine-grained sharing in
benchmarks demonstrate that no undue performance . o 2 T .
software can be dominated by inefficiencies in the basic

penalties are paid by “normal” Java code, in any of theSP:IVM implementation. As the difference to previously

systems, for supporting processes. In addition, the ublished J-Kernel results demonstrates, the future per-
roughly compare the cost of IPC and Java process cre- -
ormance of Java systems will likely be spurred by ad-

ation in all three systems. vances in just-in-time compilation, which is orthogonal
The Alta, J-Kernel, and basic Kaffe tests were PET1 the res eJarch issues we :fre ex I'orin 9
formed on a 300 MHz Intel Pentium Il with 128MB of ; P 9 .
. To analyze the implementation costs of our deci-
SDRAM. The system ran FreeBSD version 2.2.6, and_. . .
o sion to build our own JVM, we examined each system
was otherwise idle. The KO tests were performed on the . .
) . . in terms of useful lines of code (i.e., non-blank, non-
same machine, but KO was linked to the OSKit and run- . . .
X . comment lines of source). As a reference point, the orig-
ning without FreeBSD. . : . .
. . inal version of Kaffe v0.9.2 contains 10,000 lines of C,
Table 1 shows the average time for a simple null

. . : while Kaffe v1.0betal is comprised of just over 14,000
instance method invocation, the average cost of allo;

cating ajava lang.Object . the average overhead of lines of C and 14,000 lines of Java. (Much of this in-

- . . crease is due to the move from JDK 1.0 to JDK 1.1.)
creating and starting a Thread object, and the aver . . ) ;

. : Altais comprised of 5,000 lines of Java and adds approx-
age cost of creating a Throwable object. All of the'

benchmarks were written to avoid invocation of theImame 5,000 lines of C to Kaffe v0.9.2 (a significant

. ) . . . . fraction of this C code consists of features from later ver-

GC (intentional or unintentional) during timing. For .
sions of Kaffe that we ported back to Kaffe v0.9.2). KO
KO and Alta the benchmarks were run as the root . . :
) adds approximately 1,000 lines of C code to the virtual
task in the system. For the J-Kernel, the benchmarks . . .
) machine and almost 2,000 lines of Java code to the basic

were run as children of the J-Kernel RootTasky-

. . libraries. The additional C code consisted of changes to
nell.slk jkernel.std.Main i the garbage collector to support KO's separate heaps
None of the systems significantly disrupts any of the 9 9 bp P PS.

) . ) . In comparison, the J-Kernel consists of approxi-
basic features of the virtual machine. Previously pub- ; -
. - ..mately 9,000 lines of Java. Building the J-Kernel as a
lished results about the J-Kernel [28] used Microsoft’s o
. . C e layer on top of a JVM was probably an easier implemen-
Java virtual machine, which is significantly faster than

Kaffe. The Alta null thread test is significantly more ex- tguon path fchian building a new JVM. The pr|ma.ry'd|f-

. . ficulty in building the J-Kernel probably lay in building
pensive than the basic Kaffe test because Alta thread,[?]e dynamic stub generator
maintain additional per-thread state for IPC, process '
state, and blocking.

Table 2 measures the two critical costs of adding &5 Related Work
process model to Java. The first column lists the over-
head of creating a new process, measured from the tim
the parent creates the new process to the time at whic
the new process begins itsain function. The Kaffe
row lists the time required for Kaffe to fork and exec a
new Kaffe process in FreeBSD. The J-Kernel supports
more limited notion of process—J-Kernel processes d
not require an active thread—so the J-Kernel test simpl

creates a passive Task and seeds it with a simple initia 1 Prior Research
object. A great deal of research has been done on hardware-

based single-address-space operating systems. In

Several lines of research are related to our work.
irst, the development of single-address-space operating
systems — with protection provided by language or by
hardware — is a direct antecedent of work in Java. Sec-
gnd, a great deal of research today is directed at building
ooperating system services in Java.
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Virtual Machine | Method Invocation| Object Creation| Null Thread Test| Exception Creation
Kaffe 1.0betal 0.16us 1.9us 48Qus 12us
KO 0.16us 3.1us 725us 18us
Alta 0.16us 2.5us 103Qus 15us
Kaffe 0.10.0 0.17us 1.8us 470us 10us
J-Kernel 0.17us 1.8us 48Qus 29us

Table 1: Despite the fact that we have five distinct Java virtual machines based around different versions of the Kaffe virtual
machine, base performance of the versions are not very different. The J-Kernel is run on Kaffe 0.10.0, because of deficiencies in
object serialization in Kaffe 1.0betal.

Virtual Machine | Process Creation Null IPC | 3-integer request 100-byte String request
Alta 120ms 90us 109us 138us

KO 89ms 57us 57us 183us

J-Kernel 235ms 2.7us 2.7us 27us

Kaffe 300ms N/A N/A N/A

Table 2:Process Tests. Note that numbers in the first column are reported in ms, while the other columns are rgpariitain

and KO IPC is between separate threads while the J-Kernel IPC uses cross-process thread migration. The 3-integer request and
100-byte String request operations include the time to marshal and unmarshal the request. The J-Kernel uses object serialization to
transmit a String while KO and Alta use hand-coded String marshal and unmarshal code.

Opal [13], communication was accomplished by passing A related project, Juice [24] provides an execution
256-bit capabilities among processes: a process couldnvironmentfor downloaded Oberon code (justas a JVM
attacha memory segment to its address space so thgirovides an execution environment for Java). Juice is
it could address the memory segment directly. Becausa virtual machine that executes “binaries” in its own
Opal was not based on a type-safe language, resource gdertable format: it compiles them to native code dur-
location and reclamation was coarse-grained, and basadg loading, and executes the native code directly. The
on reference counting of segments. advantage of Juice is that its portable format is faster to
Many research projects have explored operating sysdecode and easier to compile than Java’'s bytecode for-
tems issues within the context of programming lan-mat.
guages. For example, Argus [33] and Clouds [16] ex- SPIN [9] is an operating system kernel that lets ap-
plored the use of transactions within distributed pro-plications load extensions written in Modula-3 that can
gramming languages. Other important systems that studextend or specialize the kernel. As with Java, the type
ied issues of distribution include Eden [3], Emerald [11], safety of Modula-3 ensures memory safety. SPIN sup-
and Amber [12]. These systems explored the conceptports dynamic interposition on names, so that extensions
underlying object migration, but did not investigate re- can have different name spaces.
source management. Inferno [19], an OS for building distributed services,
Language-based operating systems have existed fdras its own virtual machine called Dis and its own pro-
many years. Most of them were not designed to pro-gramming language called Limbo. Inferno is a small sys-
tect against malicious users, although a number of thentem that has been ported to many architectures: it has
support strong security features. None of them, how-been designed to run in resource-limited environments,
ever, provide strong resource controls. Pilot [38] andsuch as set-top boxes. In order to minimize garbage
Cedar [43] were two of the earliest language-based syscollection pauses, Inferno uses reference counting to re-
tems. Their development at Xerox PARC predates alaim memory, avoiding a number of accounting issues
flurry of research in the 1990’s on such systems. related to garbage collection in an operating system.
Oberon [51] has many of Java’'s features, such VINO is a software-based (but not language-based)
as garbage collection, object-orientation, strong typeextensible system [40] that addresses resource control is-
checking, and dynamic binding. Unlike Java, Oberon issues by wrapping kernel extensions within transactions.
a non-preemptive, single-threaded system. Backgroun@hen an extension exceeds its resource limits, it can be
tasks like the garbage collector are implemented as callsafely aborted (even if it holds kernel locks), and its re-
to procedures, where “interruption” can only occur be-sources can be recovered.
tween top-level procedure calls.
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5.2 Java-Based Research type-safety.

Besides Alta, KO, and the J-Kernel, a number of other ~ Sun’s original JavaOsS [42] was a standalone OS writ-
research systems have explored (or are exploring) thien almost entirely in Java. It is described as a first-
problem of supporting processes in Java. class OS for Java applications, but appears to provide a

Balfanz and Gong [6] describe a multi-processingsmgle JVM with little separation between applications.
JVM developed to explore the security architecture ramJt iS being replaced by a new implementation termed
ifications of protecting applications from each other, as JavaOsS for Business” that also only runs Java applica-
opposed to just protecting the system from applications’EiO”S- “JavaOsS for Consumers” is built on the Chorus
They identify several areas of the JDK that assume 4nicrokernel OS [39] in order to achieve real-time prop-
single-application model, and propose extensions to th&'ties needed in embedded systems. Both of these sys-
JDK to allow multiple applications and to provide inter- {€MS require a separate JVM for each Java application,
application security. The focus of their multi-processing@nd all run in supervisor mode.

JVM is to explore the applicability of the JDK security ~ Joust[27], a JVM integrated into the Scout operating
model to multi-processing, and they rely on the existing,System [35], provides control over CPU time and net-
limited JDK infrastructure for resource control. work bandwidth. To do so, it uses Scout's path abstrac-

IBM [18] released a JVM for its OS/390 family of tion. However, Joust does not provide memory limits.
systems that is targeted towards server applications such The Open Group’s Conversant system [7] is yet an-
as Enterprise Java Beans. Their system puts each trar@ther project that modifies a JVM to provide processes.
action into a separate worker JVM that initialize from It provides each process with a separate address range
and execute out of a shared heap. This shared heap holf&ithin a single Mach task), a separate heap, and a sepa-
those classes and objects that are expected to survive'@te garbage collection thread. Conversant does not sup-
transaction. Worker JVMs that leave no resources behin@0rt sharing between processes, unlike our systems and
can be reused for multiple transactions. If a transactiodhe J-Kernel. Its threads are native Mach threads that
does leave resources behind, the worker JVM process @UPPort POSIX real-time semantics. Conversant pro-
terminated and the OS is used to free those resource¥ides some real-time services. Another real-time sys-
IBM’s motivation for providing a quasi-process model in tem, PERC [36], extends Java to support real-time per-
Java are faster startup times attributable to the savings ifPrmance guarantees. The PERC system analyzes Java
class loading and processing, which increases transactidtytécodes to determine memory requirements and worst-
throughput. However, they do not consider the case ofase execution time, and feeds that information to a real-
malicious and uncooperative applications because thefdme scheduler.
is no control over what data individual applications can
store on the shared heap. In addition, the shared heap g, Conclusions
not garbage collected.

One approach to resource control is to dedicate an Inorder to support multiple applications, a Java oper-
entire machine to the execution of client code. For in-ating system must control computational resources. The
stance, AT&T’s “Java Playground” [34] and Digitivity’s mMajor technical challenges that must be addressed in
“CAGE” Applet Management System [17] define special building such a system are managing memory and CPU
Java applet execution models that require applets to ruHsage for shared code. Some of these challenges can
on dedicated, specially protected hosts. This executioRe dealt with by adapting techniques used in conven-
model imposes extremely rigid limits on mobile code, by tional systems to language-based systems. Other chal-
quarantining applets on isolated hosts. As a result, richefenges can be dealt with by adapting language technol-
access is completely disallowed. Although the above0dy, such as garbage collection, to fit into an operating
mentioned systems guarantee the integrity of the JvMsystem framework.
they do not provide any inter-applet guarantees beyond \We have described two prototype Java operating sys-
that offered by the underlying “stock” JDK. These sys- tems that are being built at Utah: Alta and KO. These two
tems are similar to Kimera [41], which uses dedicatedprototypes and Cornell's J-Kernel illustrate tradeoffs that
servers to protect critical virtual machine resources (e.g.¢an be made in terms of system structure, resource man-
the bytecode verifier) but not to protect applications fromagement, and implementation strategies. We have shown
each other. that many design issues from conventional operating sys-

Luna [29] is a recent system from one of the J-Kerneltems resurface in the structural design of Java operating
developers. Luna extends the Java language and rugystems. Java operating systems can be built with mono-
time with explicit, revocable remote pointers. Remotelithic designs, as KO; or they can be built with micro-
pointers can be dynamically revoked, and processes cdffrnel designs, as Alta or the J-Kernel. Finally, we have
safely share fine-grained data without compromisingshown how garbage collection techniques can be used to
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support resource management for Java processes.
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