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1 Intro duction

We report the design and a premilinary implementation of a distributed time-travel system for the
Emulab Network Testbed [27]. Time-travel is the ability to move badkward and forward in time within
the logged execution, reproducing it deterministically or non-deterministically an arbitrary number of
times. Our goal is to provide the ability to time-travel and debug execution acrossdi erent nodes, as
Emulab experiments are usually distributed. We adhieve this goalwith logging and replay of the complete
operating systemalong with user-lewel processes.To this end, we run the operating systemover the Xen
virtual machine monitor [3]. To improve the scalability and e ciency of the system,and to acieve state
mutations during time-travel, we employ the techniques of cooperative logging and relaxed consistency
(non-deterministic) during replay, respectively.

The report is laid out as follows. Section 2 talks about the related work in this eld. Section 3
introducesthe basic techniques in logging and replay, namely, deterministic logging, non-deterministic
logging and cooperative logging. The subsequen three sectionselaborates on these techniques. Section
7 has a detailed discussionon chedpointing and its usein time-travel. Section 8 lists someissueswe
have identi ed in implementing debugging capability over our time-travel system. Section 9 preseris a
preliminary implemenation of our system, where we have made some simplifying assumptions,and the
evaluation results from the implementation are in section 10. We conclude with a discussionon the
lessondearnt and future work in section 11.

2 Related work

Last year, the ability to log and replay a complete operating systemexecutionwas demonstratedby Chen
et. al [17]. Chen's work was basedon previous results in the area of fault-tolerant computing, where
deterministic replay was usedto reproduce exact the execution of the primary macdine on the badkup
copies[5].

Chen et. al extendedtheir initial work by dewveloping a light-weight deterministic logging and ched-
pointing engine: ReVirt. In cortrast to fault-tolerant solutions, whereonly the last chedkpoint wasneeded
to start replaying crashedexecution, ReVirt wasdesignedto support e cien t navigation (time-traveling)
betweenthe chain of chedkpoints in order to e cien tly replay executionfrom any desired chedkpoint.

Another important aspect dicussedby Chen is cooperative replay [4]. Cooperative logging is a tech-
nigue where several communicating computerstrust ead other to rollback and replay executiontogether.
This avoids logging messagesert by cooperated computers and relys on the fact that comnmunicating

Sections 9, 10 and 11 are the new additions since the proposal.



computers will resendthe "same" messagesluring the replay. Chen's results were basedon techniques
used by message-loggingecovery protocols surveyed and developed by Elnozahy et. al [9].

Chronous [21] usestime-traveling disk to locate critical changesin system con guration resulting in
systemmisbehaviour. Chronousdoesn't log completesystemstate, rather concerrates only on persistert
changescommitted to a disk. Xen Pervasive Debugger[11] currently supports only sequetiial debugging
of the guest operating systemesrunning on a single Xen host, however authors promised to extend it
with support of both time-traveling and multi-host debugging.

3 Intro duction to logging and replay

3.1 Deterministic logging

Deterministic replay assumesthe ability to recreate exact execution of the original run. Naturally
that requires logging of all non-deterministic events (e.g. interrupts from external devices, memory
mapped|l/O, input from I/O ports etc.). Moreover, deterministic replay relieson the ordinary instruction
assumption [5]. An instruction is ordinary if its result is determined by the initial system state and
sequenceof instructions that precedeits execution on a processor. We hope that Intel CPUs provide
ordinary instruction property, however somenon-deterministic TLB placemerns or someother internal
non-documerted state of the CPU can potentially violate this property.

Note that Chen et. al usedUMLin ux [7] in their work, which is capableto provide full hardware emu-
lation for the guestkernel. In our work we use Xen, which runs paravirtualized guestsand usesfrontend
devicedriversin guestdomains. Frontend device drivers are no more than thin proxies communicating
with the actual driversrun in devicedriver domains. Therefore, we will not allow to debugunmodi ed
devicedrivers and paravirtualized parts of the guest kernel. We foreseethe possibility of extending our
approad by using processorswith full virtualization support in hardware, however we do not discussit
in this proposal.

3.2 Non-deterministic  logging

In order to reducethe overheadof deterministic logging we will investigate the possibility of relaxing log
consistencyand replay execution non-deterministically.

We will try to explore the assumption that some use model of our time-travelling architecture can
tolerate certain degreeof non-determinism. We understand that it's rarely the casewhen the goal of
the investigation is debugging. However, it's highly probable that some statistical characteristics of
distributed systemscan be successfullyexplored without use of deterministic time-travelling.

As a solution lying in betweenthe mentioned extremes, we suggestdeterministic surrounding. In
other words, if the user wants to debug a crash encourtered during the non-deterministic logging, we
will replay execution from an earlier point, log deterministically, and hope that the error appearsin this
execution. If so,userwill be able to debugthe error by replaying last part of execution deterministically.

3.3 Cooperativ e logging

Cooperative logging assumesthat seweral nodeswill cooperate to recreate previous execution together.
In caseof a networked ervironment, nodesrely on the fact that other participants will resendmessages.
Cooperative replay seemsto be especially attractiv e for closedor almost closedEmulab environment.

Most of the log information will be recreatedby participants.



A reasonableextensionto the above approad liesin conbining both cooperative and non-cooperative
logging. Thus we will do cooperative logging between nodeswhich we trust and log everything coming
from external (non-cooperative) world.

4 Deterministic Logging

4.1 Sources of non-determinism

Tobeableto deterministically recreateoriginal executionwe haveto rst de ne sourcesof non-determinism,
log them and replay. We discussbelow the typical processorevens and classify them as deterministic,
those that do not require any assistanceto be recreated, and non-deterministic, those that have to be
loggedand replayed.

Moreover, it's also useful to further classify deterministic events as syndronous and asyndironous.
Asynchronous ewvents (e.g. disk reads) consist of two parts: request and response. Usually time of
responseis not deterministic and hasto be loggedlike any other non-deterministic evert.

41.1 Deterministic and non-deterministic  events

Internal CPU exceptions (interrupts 0-31).

We attribute the 32 exceptionsde ned by the Intel architecture to deterministic events. Exceptions
passcortrol to the hypervisor, and although it can deliver them asyndronously, guestwill be frozenand
obsene exceptionsas syndronous.

Nevertheless,there are processorexceptionsthat require at least someclari cation about their deter-
minism:

Pagefaults

Page fault exceptionscan occur either due to the internal guest memory managemem or due to
the external paging of the guest memory performed by hypervisor. In both casespage faults are
deterministic. If guestswapped out own pages,it will do that deterministically againin subsequen
replays. If on the other hand guest's addressspacewas managedby the virtual machine monitor,
hypervisor will handle pagefault transparently without violating replay.

Note, however that popular ballooning technique [2(] tries to manage guest memory relying at
the sametime on the assistancefrom the guest. Therefore, ballooning has to be replayed during
subsequeh executionsasany other external interaction with the guest. Obviously that makeslittle
sense.Thus, we will prohibit ballooning of logged guests.

Debug exceptions(exceptions 1 and 3)

Debug exceptionscan be usedeither by guestor by the hypervisor. Therefore, hypervisor always
cheds who placed breakpoint and if it was placed by the hypervisor it will not be deliveredto the
guest, and therefore will not disturb replay.

Exceptions from external devices

Exceptions from external devicesare usually known as IRQs. They are the major source of non-
determinism in our architecture. Therefore, we have to log and replay them carefully.

Someof the IRQs are handled directly in the Xen microkernel, somerequire assistancefrom the device
driver domains. In a later sectionwe will discusshow logging of theseewerts is implemerted.



Timer IRQ
Timer events are handled in the Xen microkernel.

Console

Consoleinterrupts are delivered to the device driver domain (most of the time it's one privileged
domain called domain0).

Disk drives
Interrupts from disk drivesare handled in driver domains.

Network cards
Network interrupts are deliveredto the driver domain.

APIC IRQs

Inter-processorinterrupts (IPIs) are usedin caseof an SMP guest. They are handled directly in
the hypervisor. We will not considerthe SMP guestin our discussion.

Sincewe are targeting sener ervironment in this work, we will concerrate on the devicesenumerated
above and omit discussionof other devices: graphic cards, CD-ROM drives, pointing devices, oppy
drives, USB devices,etc.

Xen hyp ercalls

Xen hypercalls use interrupt xx, and are also deterministic. But hypercalls that seeexternal state
(for example, read time of the day hypercall) should be loggedand should return the samevalue during
replay.

41.2 Paravirtualized events

Note that paravirtualization allows usto avoid handling many complex events consideredin other works,
for examplein [17].

In our work guestsuse only paravirtualized devicedrivers. In other words guest device drivers com-
municate only with the device driver domains by meansof Xen IPC. Therefore, a paravirtualized non-
privileged guest will never legally perform any of the following ewvents: in/out instructions, memory-
mapped I/O, device DMA.

4.2 Xen integration

In this sectionwe discusshow logging mecanismscan be implemented in Xen virtual machine monitor.
Xen [10] is a small microkernel providing simple exception handling, scheduling, memory managemen
and IPC medanisms. Device drivers, IP stack, le systemsresidein guestvirtual madines. Usually
only one privileged virtual madine hosts all devicedrivers. Other virtual machines have only frontend
device drivers, which communicate by meansof Xen IPC with device driver domainsin order to place
requeststo devicesand receiwe responses.Requestsfrom the guestsare scheduled by the badkend device
driver to be sert further to the physical devicedriver.



4.2.1 Logging

In the previous section we noted that in order to reproduce exact execution we have to log and replay
all non-deterministic events. By identifying theseewvents we cameto the conclusionthat only IRQs from
external devicesare non-deterministic and have to be logged.

In the Xen architecture, non-deterministic hardware everts are either processeddirectly by the Xen
microkernel or deliveredto the device driver domains. Badkend drivers communicate with the frontend
driversto deliver information to the guests. Therefore, a paravirtualized guestnever actually seeslRQs
from disk or network devices. All everts are delivered to the guestby meansof two forms of Xen IPC:
event channelsand shared memory rings.

An attractiv e approad to logging implementation would be to log all communication at the level of
event channels. Unfortunately, such an approad intro ducesunacceptableoverhead. In order to deliver
a small network packet Xen microkernel usespage sharing and therefore passeshe whole memory page
betweenthe device driver domain and the guest. A blind logging of the whole page can easily deplete
log space.

In order to avoid logging unnecessaryinformation we needto be aware of the semariics of communi-
cation (i.e. what exactly was sent on the page). The perfect placeto extract this information would be
a thin layer below badkend driversin the device driver domain. At that level we can mediate the guest
communication, and extract required information from the shared page by using the same structures,
which are usedby the backend driver.

At the sametime in order to replay event deterministically, we not only needthe data, but alsothe
state of the guest at the time of event delivery. This state is accessibleonly from the Xen microkernel.
Therefore we split our log operation in two stages:

Log data: during this stage,logging operatesin the devicedriver domain and logs the actual data
which hasto be deliveredto the quest.

Log gueststate: during this stage logging operatesin the Xen microkernel and savesthe state of
the guestat the time of evert delivery. Note, that in order to passdata to the actual log we do an
upcall from the Xen microkernel to the device driver domain.

Events which do not require interaction of the devicedriver domain are loggeddirectly from the Xen
microkernel. In order to log badkend driver information we are planning to implement driver aware
logging componerts. Currently they will log only console,network and disk I/O.

To remove disk writes from the critical path we separateoperations of logging and ushing the log to
persistert storage. We implement logging medanism as a kernel thread which will accunulate log data
and ush it to persistert storage periodically.

4.3 Deterministic replay

Deterministic replay of the event requires stopping the execution of the running guest exactly at the
time, where event occurred during the original run and injecting the event to the guest. To stop the
guestin the desired place of execution we use hardware branch counters provided by convertional Intel
processors. Intel processorcan count the number of branches encourtered during execution and raise
exceptionwhenthe counter over ows. To employ this fact we log the number of branchesbetweenevernts
during the original run. Upon replay we set the branch counter to over ow before the block of code
where we have to inject the evernt. After that we place software breakpoint and proceedexecution up to
the desiredinstruction pointer position.



Note howewer that, while employing the above approad we have to be careful about the following
complications:

We have to carefully maintain branch courters upon VM switchesand hypervisor exceptions.

Some Intel models can deliver branch courter over ow exceptionswithin the average delay of 5
cycles. Therefore, we have to over ow the branch counter earlier and step through the code after
that.

Intel 1A-32 architecture allows interrupt string copy operation. Therefore, we have to log ecx
register value.

We have also carefully considerand investigate all possibleviolations of Ordinary Instruction Assump-
tion [5]. Someexamplesdeservingconsiderationare: possiblenon-deterministic TLB replacemen policy,
e ects of the MSR and MRR registerson the CPU behaviour, e ects of hyper-threading, or coprocessor
interactions.

5 Non-Deterministic  Logging

Most probably, a naive approac to a non-determinisic logging should not assumeany logging at all
exceptrequired by consisten distributed chedpoint protocol.

Howewer, it's natural to extend the non-deterministic logging with delivery of external everts. We
believe that for many time-travelling experiments it will be su cien t to replay external events in approx-
imately the sametime, when they arrived during the original run. Note, that we assumethat time of
ewvert delivery should be a virtual machine time.

In order to maintain somereasonably consistert state among distributed modes, we will rely on the
physical clock syndironization, and resumeexecutionon di erent nodesat approximately the sametime.

Note, that we alsosuggestto usedeterministic surrounding aswas suggestedn Section 3.2 and switch
from the non-deterministic logging to the deterministic in casewe needto debug program crashes.

6 Cooperativ e logging

Similarly to the non-cooperative logging, non-cooperating logging can be performed either deterministi-
cally or non-deterministically.

6.1 Cooperativ e logging in the deterministic case

In the deterministic casewe rely on the fact that all participants during replay will deterministically
resendall messagesand cooperatively recreate distributed execution. Howewer, even if a node receive
messagegrom the original run, which are resendby cooperative parties, it still requires precisetime of
the messagedelivery in order to replay execution deterministically.

Combining the two ideasabove, we intro duce pseudolog entries. Pseudoertry storesonly the state of
the guest upon messagedelivery and the digest of the messageneededto verify messagentegrity. The
actual cortent of the messagewill be recreatedupon messagearrival. Note, that the guestcan be frozen
waiting for arrival of the messagegrom a remote participant.

Note also, that we should considerthe following reliability issue: generally we cannot assumereliabile
messagehannels. Therefore messagegsan belost. In that casewe have to detect the loss,and undertake



somestepsto resole the situation. Our current approad is to rollback the execution by one chedkpoint
and replay in the hope that the messagewill not be lost during the secondrun.

Note, that pseudo entries are used not only for network I/O but also for any other asyndronous
ewverts. For example, disk, which is usually consideredto be totally deterministic, is only cooperative in
our model. Thus, we have to add a pseudoentry to the log describingthe state of the guestat the point
when it received reply from the disk.

6.2 Cooperativ e logging in the non-deterministic case

In the non-deterministic case,cooperative logging can be reducedto the problem of guestsyncdhronisation
at the point of starting replay. In that case,we don't log anything except external evens.

We proposeto syndironize guestsin a very simple fashion: syndironize the clock of the physical
madines, agreeon the time of replay allowing a large enoughdelay to let all gueststo prepare, and start
replaying at the scheduledtime.

7 Checkp ointing

Logging and replaying by themseles are capable of recreating the state of the guest at any point of
execution history. Unfortunately, recreation of the state by only logging can be very inecient [17].
Therefore, logging is most often combined with periodic chedpointing.

7.1 Distributed Checkp ointing

Co-ordinated distributed chedpointing is the processof saving a consistert global state of the distributed
system on-the-y, with co-ordination from the individual nodes. A global state or chedpoint of a
distributed systemconstitutes the statesof the individual nodesand thoseof the communication channels.
A consistent global state is one in which, if a node re ects a messagereceipt, then the state of the
corresponding senderre ects sending of the message[6]. There has been vast prior researt in the
various techniques of taking distributed chedpoints [23, 13].

To meet the global consistencyrequiremert, the co-ordinated chedkpointing protocol should prevent
nodes from receiving messageghat could make the chedpoint inconsistert. Suc messagesonstitute
the channel state of the chedkpoint. Depending on the medcanism used for identifying these messages
[23], the chedpointing protocols can be broadly classi ed under two categories: control-message-based
and time-based.

Control-message-basedorotocols rely on explicit corntrol messageqmarkers) or piggybadked infor-
mation to trigger chedkpoint or identify messageseceived from sendersin earliar chekpoint intervals.
Some cortrol-message-basedorotocols have restrictions on the nature of the comnmunication channel.
Someprotocolsassumea FIFO messagealelivery [6, 19, 18], while others assumecausalmessageordering
[2, 1]. These protocols do not suit our design goals, since we try to avoid assumptionsabout message
delivery guararties. Further, we restrict ourselvesto non-blocking chedkpointing protocols, which do not
block communications while the chedkpointing protocol executes[8].

The control-message-basegbrotocolsincur alot of communication overheadfor chedkpoint co-ordination.
If we could assumea syndronized global clock, chedkpoint co-ordination can be donee cien tly [8]. All
nodes can decide to take their local chepoints at a xed point in (global) time ('t). All messages
with timestamps smaller than 't' and received after a node after took its local chedkpoint constitute the
state of the channel. It would probably be tough to chedkpoint all the guestsbeforetime 't and also
ensurethat the chedkpointed guestsdo not sendany messagedefore't’ (so that they don't violate the



constraint that messagedefore't’ belongto the older chedkpoint interval), without blocking the guest
operation. Thus, we don't plan to go along this path.

We proposeto explore the applicability of the cortrol-message-basedrotocols by Li et al [15] and
Elnozahy [9], that use chedpoint indices piggybadked with messagesand have no channel restrictions.
When a node receivesa messagenith a higher index than its local chedpoint index, guestchedkpointing
is triggered. Note that chedpointing will not be triggered on a node that is not communicating with
other nodes. To ensureprogressof the protocol, we might have to insert cortrol messagesvith chedkpoint
indices. Sincethese should not reac the guest, our logging module would have to Iter them o.

In these protocols, we needto tag a sequencenumber along with all the messageshat are sert. Note
that this tagging increasesthe padet size and could a ect the padet fragmenation comparedto the
real run!

Also note that messagegonstituting the channel state of the chedkpoint will not be resert if we replay
execution from that chedkpoint. So, we would have to log these messagesalong with their contents
irrespective of the type of logging employed (Ofcourse, in the caseof non-co-ogerative logging, incoming
messagecortents are always stored).

7.2 Checkpointing a single guest

Chedpointing a guestinvolves saving the current cortent of the guest's memory and disk. In addition
to this, we should log the contents of incoming messagedrom guestsin previous chedpoint intervals.
Thesemessagesn addition to the memory and disk corntents constitute the chedkpoint state on a guest.

Naturally, saving the entire memory or disk cortents at ead chedpoint is neither time nor space
ecient. So,wetry to store only minimal data required to identify state at a chedkpoint.

7.2.1 Disk Checkp ointing

Chedpointing a guest'sdisk ertails the ability to regeneratea view of the entire disk asit were at the
time of a chekpoint. There are two common approaces. The rst approad is to do Copy-on-Write
of blocks changed during a chedpoint interval and track mappings of guest disk blocks to their actual
physical location for every chedkpoint. The secondapproad is to track the changesin a redo/undo log,
sothat reconstructing the state at a chedkpoint will involve traversing the undo (or redo) logs to move
badward (or forward) in time. Doing time travel betweenchedpoints could be an expensive operation
in the latter approach. Whereas,the rst approat hasthe CoW runtime penalty.

Chen et al [12] use an optimized redo/undo log based approad, by avoiding copy of data blocks
into redo/undo logs and instead creating a new block on rst write after chedkpoint and tracking the
guest-hostdisk block mappingsin the undo/redo logs. This approac still incurs the penalty of having
to traversethe undo/redo logsto reconstruct the disk state during time travel.

We beliewe that the rst approad, that is typically usedby existing versioning storagesystems[16, 14],
would avoid this log traversal. And to avoid the CoW penalty, we will explore implementing (or adding
to existing systems)the Create-on-First-Write functionality (that Chen et al use)in versioning systems.

Giventhat a Xen guest'sdisk can either be a disk partition or a le (in domain-0), we have the choice
between disk block-level [14] and leystem-level [16] versioning systems. It needsto be seenhow the
relative performanceof the two approadcesis. Although, in theory, le-level approach seemsmore of an
overhead.



7.2.2 Memory Checkp ointing

Support for e cien t memory chekpointing is more complicated than disk. In generalwe plan to follow
the approadc adoptedby Chenet al, whereead chedkpoint hasredoand undo logscontaining those pages
modi ed in the previous and subsequeh chedkpoint intervals respectively. Similar to disk chedpointing,
Chen et al's approad su ers from the log traversal overhead (especially when time travelling to distant
chedpoints).

We proposestoring the changedpagesin versioning storage, similar to disk chekpointing. In addition
to this we also proposeto use undo/redo logs which would cortain pointers to disk locations storing
the pages(rather than complete page cortents). We can usethe redo/undo logsto identify the specic
pagesto be loaded to time travel to a chedkpoint. This way we hope to get the best of both worlds-
Time-travel to near chekpoints will useredo/undo logs followed by paging-in of speci ¢ pages. Time-
travel to distant chedpoints, instead of traversing the logs, will load the chekpoint's memory snapshot
into memory in totality. It is only our intuition that loading the entire memory would be more e cien t
than a long log traversal, but we would have to nd out if it really holds true.

Chen et al's implementation usesCoW to save pagesmodi ed since last che&point. Their approad
needsto copy the original pageto store it in the undo log of the previous chedkpoint. Since we use
versioning storage, we can identify the contents of the page in the previous chedkpoint and thus can
avoid this memory copy overhead.

To identify changed pages,we proposeto maintain a bit per pagethat gets set upon a write to the
page. Setting write-protect bit on ead page and having the rst write accessafter the chedkpoint trap
into the hypervisor, is a straightforward, but ine cien t, way.

7.2.3 Co-ordinating disk and memory checkp ointing

Similar to chedpointing of multiple guests,disk and memory chedkpoints should be co-ordinated. Sup-
posethat there was a disk requestin ight when memory and disk got chekpointed. This disk request
should be saved and reissuedto the disk upon replay.

We may needto apply distributed snapshotting techniques (in this case,the channel could be assumed
to be FIFO) by consideringdisk and memory asthe two ertities in a distributed system. So, disk requests
and responsestoo would be piggybadked with chedpoint indices.

7.2.4 Checkpoint deletion issues

To save disk spacewe proposeto adopt exponertial deletion, wherein we delete successie chedkpoints
for distant times in the past, suc that the chedkpoint intervals exponenrtially increasewith increasing
time in the past.

Further, we proposeto maximize spacesaving by deleting the chedkpoint with largest amount of
changesamong the consecutive chekpoints.

It is important to note that when log over ow happensand we overwrite a single log entry, we lose
the ability to time travel to any chedpoint prior in time to that log entry. If such a thing happens,we
should garbagecollect those "inaccessible" chedpoints.



8 Debugging
8.1 Local debugging

Local debuggingis hardened by the fact that in order to maintain determinism of the replay we have
to operate externally with respect to the debuggedoperating system. We are not able to rely on any
assistancefrom the guest. At the sametime, we need some knowledge about guest operating system
state to place breakpoints intelligently .

Someauthors [12, 11] claim that they can easily debug the guestkernel and that the only complexity
lies in distinguishing user-lewel processesf the guest. We claim that such an approad is in general
incorrect and that external guest debuggingis a nontrivial problem. Complexity of debugging stems
from the fact that both guest kernel and user level processespossessenough inherent dynamism to
prevert straightforward approadces to the analysing guest state neededto place debug breakpoints.
Below we considersomerelated problems, which can help clarify the situation.

A guestkernel can load and unload modules, therefore any attempt to place breakpoint on the module
requires, in general, analysis of guest kernel structures, which describe guest addressspacelayout and
modules presert in memory. We can assumethat it's possibleto possessnoughinformation to parse
guest kernel structures to undertake this analysis. Unfortunately, the situation is more complex, since
kernel structures required to undertake this analysis may have been partially swapped out. The next
natural stepisto try to parseguestswap le systemin orderto placebreakpoint directly onthe swapped
page,or analysewhether the required module is actually in memory. Unfortunately, even this aggressie
assumption doesn't solve the problem completely. The swapped pagecan be in the middle of transition
betweenthe swap le systemand the memory and reside somewherein a cumbersomedisk I/O bu er
cade layer.

Debugging of user level processedasically facesthe same problems. Moreover, they are even more
realistic. In kernel case,one can claim that the kernel rarely loads and unloads modules, or can require
all kernel pagesto be presert in memory. Obviously, it's not true for user-lewel processeswhich are
created and swapped often, load sharedlibraries dynamically.

The most promising approac that we have gured out sofar is to rely on guest assistancein plac-
ing breakpoints. Upon placing breakpoint we proposeto chedpoint the guest and branch in a non-
deterministic execution. While trying to place breakpoint, the guest operating system will nd the
virtual page for us wherewer it is | in the memory, I/O cade, or swapped out. We in turn, track
location of the page, rollback to the point of branching and place breakpoint in the same place where
pagewas found.

8.2 Distributed debugging

Distributed time-travel debugging requires ability to step forward and badkward in execution, jump
betweennodes, place forward and backward breakpoints.

Note that sofar we have not loggedthe sendingof a message.n order to improve navigating badkward
in time, especially in order to move badkward along with the causal order induced by messagesye can
extend the log with events describing the sending of messages.

8.3 Automatic crash detection

Time-travel debugging is especially useful for debugging long running applications. Therefore, it is
desirable to provide support for an automatic crash detection. We foreseethis support in two forms:
passiwe and active.
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In passiwe form, we proposeto monitor systemactivity and if it changesunexpectedly, assumesystem
misbehavior. For an active monitoring we proposeto use a user-provided application, which will chedk
somesysteminvariant, and if it's no longer held report a crash.

8.4 Branc hes in the log

The natural use model of time-travelling assumesthat user can modify logged execution and create
branches. Therefore, there are two possibleways to ewolve executionalong the branch: proceedexecution
in the real world immediately after the branch or create the branch and continue replay of the log.
Although the rst approac seemgo be much more natural, we feelthat there is somerationalit y behind
the secondapproac as well.

For example, during the non-deterministic replay, replaying the old log after the branch can help to
explore somestatistical characteristics of the system and their change with respect to the modi cation
in execution.

Note, that there are alsotwo ways to change execution at the point of branch: changedata in the log
or changethe application code.

8.5 Version le system to support branc hes

From our survey, none of the current disk or lesystem level versioning solutions support branching,
where one can go badc to an older version and fork o from there. We plan to explore implemerting
branching on top of an existing solution like ext3cawn [16] or handleit by managingthe versionsexplicitly.

9 Implemen tation

We have implemerted non-deterministic time-travel with consistent distributed chedpointing. Our im-
plemertation has made two simplifying assumptions. First, we assumethat the time-travel system
operatesin a "closed world". This may seemrestrictive at rst glance,but is actually not so. Emulab,
our target ervironment, is typically "closed", with the nodesin an experiment rarely interacting with
the external world. The only external interaction for the time-travel systemis with the Emulab "control
plane" and our current implementation ignoresthis. Second,we assumethat the communication channel
is non-reliable and thus expect distributed applications to gracefully handle padet losses.

The implication of the rst assumptionis that our logging and chedkpointing modulesneednot handle
network padkets originating from non-time-travelling nodesin any special way. The secondassumption
obviates the need for padket logging during consisten chedpointing. For instance, padets from the
previous chedkpoint epoch i-1 received during the current chedkpoint epoch i neednot be logged and
delivered during replay from chedpoint i.

Implemen tation Overview. Time-travel has been implemenied as a loadable Linux kernel mod-
ule in domainO. If the time-travel module is not loaded, Xen's default functionality is retained. We have
added hooks in Xen's badkend disk and network drivers for implementing logging and chedpointing. In
accordancewith our designdecisionto keep user domains transparert to time-travel, we have made no
time-travel changesto domainU kernel or userland.

Time-T ravel Kernel Mo dule. Our time-travel module constitutes a chedpointing thread and a

logging thread per time-travelling user domain on a physical machine. The logging thread periodically
dumpsthe log bu er to the disk. The log bu er is lled in by the Xen badkend disk and network drivers,
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with disk or network padckets that are to be logged. As a result of implemening non-deterministic
time-travel and the assumptionsmentioned above, the logging functionality, although implemented, is
currently unused.

The chedpointing thread's only job in life is to invoke memory and disk chedkpointing when woken up.
The chedkpoint thread is woken up for three di erent reasons. First, from the badkend network driver
when it receives a padet tagged with a chedkpoint epoch that is higher than that of the userdomain's
current chekpoint epoch. This achieves consistert chedkpointing. Second,from the timer callbad, for
periodic chedkpointing. Third, upon writing the userdomain ID to the procFSertry /pr oc/tt-checkpoint,
for user applications to initiate chedpointing.

Ethernet Encapsulation. The above discussionon adieving consistert chedpointing requires that
ead outgoing network padket be tagged with a chedpoint epoch ID. We do so by ethernet level encap-
sulation. We introduce a new ethernet type and add a time-travel headerthat cortains a chedkpoint
epoch ID (Figure 1). This headeris added by the badend network driver at the sender. The badend
network driver at the padet receiver strips this headerand delivers a proper ethernet padet to the user
domain. As a result the MTU visible to the userdomain is reducedby the time-travel headersize.

New
Ethernet Header Ethernet Time-Travel Header Unmodified Packet
Type:

0x80FF

tt_header {
magic:4;
ckpt_id:2;
orig_ether_type:2;
}:8 bytes

Figure 1: Ethernet Padket Encapsulation

Memory Checkp ointing. Currently, we have a naive implementation of memory chedkpointing that
leverageson Xen's saveand resumeoperations. Savehalts the userdomain and dumps its memory image
to a le, while resumerestarts a userdomain from a le represering its memory image. While this was
quite trivial to use,we were impededby a bug (causing user domain disk I1/O to hang upon a resumeg
that we evertually xed.

Disk Checkpointing. We use the Copy-on-Write instant snapshot feature of Linux LVM for disk
chekpointing. The user domain is initially booted o an LVM volume. Disk chedpointing involves
simply taking a snapshotof the original LVM volume.

Replay. Time-travel to a previous chekpoint requires three operations. First, the time-travel mod-
ule is to be disabled becausewe currently cannot take chedkpoints during time-travel runs (which run o
LVM snapshots). This is due to the limitation of Linux LVM that disallows taking snapshotof a snap-
shot. Second,the LVM snapshotcorresponding to the chedpoint is chosen. Finally, a resumeoperation
is doneo the memory image corresponding to the chosenchedpoint.
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10 Evaluation

In this sectionwe presert someevaluation results of our implemertation on a simple setup consisting of
two physical machinesrunning a userdomain ead (with Linux Fedora Core 4) and connectedby a 1 Gb
network. We have veri ed that active sshconnectionsand in-progressscp operations betweentwo user
domains are uninterrupted acrosschedpointing and time-travel to previous chedkpoints. We have also
obsened that chedkpointing (including memory and disk) takesabout 2-3 seconds.

Encapsulation Overhead. We compared the scp speed while copying a 1 GB le in three scenar-
ios. First, betweentwo user domains with ethernet encapsulation being done on all network padkets.

Second,betweentwo user domains without ethernet encapsulation. Third, betweentwo domainOs that

do not incur any virtualization overhead. The results are presened in Figure 2. As onewould expect, the
scpspeedin the domain0 caseis much higher. Interestingly, with time, the speedof the non-encapsulated
user domain casebecomesworse than the encapsulateduser domain case. We do not have a specic

reasonfor this, but suspectthat it may be due to sometransient network conditions. Nevertheless,these
results indicate that encapsulationoverheadis not appreciably high.

50 T T T T T T T
Between domainUs, with encapsulation —+—
Between domainUs, without encapsulation
Between domain0s ------
40 E
@ R S e =
S 3f I S -
ke
(0]
(]
o
o 20 b 4
&
7] s e e .
10 E
0 1 1 1 1 1 1 1
0 1 2 3 4 5 6 7 8

Time (in units of 10 secs)

Figure 2: Encapsulation Overhead

Checkpointing and Replay Overheads. We comparedthe scpspeedbetweenthe original and replay
runs for over 8 chedpoint intervals (Figure 3). The results indicate that the speed of the original run
decreasesxponertially with increasein number of chedkpoints. The reasonfor such poor performance
lies in the way LVM handlesits snapshots. Every new write to the original LVM volume pushesthe
previous contents of the volume to all the previous snapshots. This overhead, due to multiple-copy-
on-writes, is the causefor performance degradation in the original run. Beyond the fourth chedpoint
interval, the scp speed of the original run stabilizes. This is probably becauseearlier snapshotsdo not
need copy-on-writes.

In cortrast, the replay speedis almost constart becauseall writes during time-travel runs happenson
(single-level) LVM snapshotvolumes. In this case,the scp speedis dictated by the write performance
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Figure 3: Chedpointing and Replay Overheads

on snapshot volumes, which seemsto be lessthan half of that on original LVM volume without any
shapshots,i.e. original run speedat chedkpoint humber O.

11 Lessons Learnt and Future Work

Our implementation was mightily simplied comparedto our proposeddesign. Nevertheless,we believe
that it has provided useful insights and directions for future work.

Speci cally, we have the following obsenations from our implementation e ort:

Distributed applications (atleast the oneswe have evaluated) are highly resilient to padet losses.
This givesus motivation to further pursue relaxed consistencyin replay.

Even with a naive implementation of memory chedkpointing, the total chedpointing time is about
2-3 seconds. This gives us reasonto beliewe that an optimized implementation could achieve
chedkpointing times almost imperceptible to user domain.

LVM asa disk chedpoint solution is a bad idea. The write performance,both on original volumes
with few snapshotsand on snapshots,in general,is unacceptable.

As future work, we would like to pursue the following:
Implemen t deterministic  checkp ointing.
Mak e memory checkp ointing more e cien t.

Optimize disk checkp ointing. We proposeto explore using ideasfrom the recert reasearb work
on vitualization aware lesystem [17] that claims to handle versioning and branching e cien tly.
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