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Abstract— The ability to configure transport protocolsfr om collections
of smaller software modules allows the characteristics of the protocol to
be customizedfor a specificapplication or network technology. This pa-
per describesan approach to building such customized protocols using
Cactus, a system in which micro-protocols implementing individual at-
trib utes of transport can be combined into a compositeprotocol that re-
alizes the desired overall functionality. In contrast with similar systems,
Cactussupportsnon-hierarchical modulecompositionand event-driven ex-
ecution, both of which increaseflexibility and allow finer-grain modules
implementing orthogonal properties. To illustrate this approach, the de-
sign and implementation of a configurable transport protocol called CTP
is presented.CTP allows customizationof a number of properties includ-
ing reliable transmission, congestiondetection and control, jitter control,
and messageordering. This suiteof micro-protocolshasbeenimplemented
using Cactus/C2.0 on Red Hat Linux 6.2,with initial experimental results
indicating that the ability to target the guaranteesmore preciselyto the
needsof applications can in fact result in better performance.

Keywords—Transport protocols,configuration, customization, protocol
design,extensibility, composibility, reuse.

I . INTRODUCTION
�

XISTING network transportprotocolssuchasTCP[1] and
UDP[2] have limitationswhenthey areutilized in new ap-

plication domainsand for new network technologies.For ex-
ample, multimedia applicationssharinga network needcon-
gestioncontrol but not necessarilyorderedreliabledelivery, a
combinationimplementedby neitherTCP nor UDP. Similarly,
thecongestioncontrolmechanismsin TCPwork well in wired
networksbut oftenoverreactin wirelessnetworkswherepack-
etscanbe lost dueto factorsother thancongestion.The lack
of appropriateguaranteesor specific featureshas led to the
widespreaddevelopmentof specializedprotocolsusedin con-
junctionwith or insteadof standardtransportprotocols.These
includeIPSec[3] andSSL[4] for security, RSVP[5] for band-
width reservation, RTP [6] for real-timeaudioandvideo, and
SCTP[7] for enhancedreliability and delivery over indepen-
dentparallelstreams.Developingsucha protocolfrom scratch
is, needlessto say, oftena significantundertaking.

In thispaper, wearguethatbuilding customizedtransportpro-
tocolsfrom collectionsof fine-grainmodulesis a viableandef-
fectivealternativeto relyingonexistingor specializedprotocols.
With this approach,modulesarechosenbasedon the needsof
thehigherlevelsthatusetheserviceor onthespecificcharacter-
istics of the underlyingnetwork or computingplatform. Thus,
for example,a congestion-controlmodulecanbeconfiguredto-
getherwith adatagramservice,or asecuritymodulecanbecon-
figuredtogetherwith othermodulesimplementinga virtual cir-
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cuit. Thenetresultis, in effect, a family of transportprotocols,
eachusefulin agivenscenario.

We substantiateour argumentsby describingthe designand
prototypeimplementationof CTP, a configurabletransportpro-
tocol that representsa concreterealizationof this approach.
CTPis built usingCactus,a designandimplementationframe-
work for constructinghighly-configurablenetwork services[8].
In Cactus, each service attribute or variant is implemented
as an independentsoftware module called a micro-protocol.
Micro-protocolsarestructuredusinganevent-drivenexecution
paradigmandcansharedata.A customizedversionof theser-
vice is constructedby choosingmicro-protocolsbasedon the
desiredpropertiesandlinking themtogetherwith aruntimesys-
tem to give a compositeprotocol, which is thencomposedhi-
erarchicallywith othercompositeprotocolsandstandardproto-
colsto form thenetwork subsystem.Whencomparedwith sim-
ilar systemsfor building configurableprotocols[9], [10], [11],
[12], Cactusprovidesfiner granularity, a two-level composition
modelwith bothhierarchicalandnon-hierarchicalcomposition,
andaflexible anddynamiceventmechanismthatmaximizesthe
configurabilityof micro-protocols.

Severalprototypeimplementationsof Cactushave beencon-
structed,includingonewritten in C that runson Linux andthe
MK Mach OS from OpenGroup[13], anotherwritten in C++
that runson SolarisandLinux, anda third written in Java that
runsonmultipleplatforms.CTPis beingimplementedusingthe
C versionof Cactuson a clusterof PentiumsrunningRedHat
Linux version6.2. Otherprototypeservicesthathavebeensuc-
cessfullyimplementedusingCactusor the predecessorCoyote
system[14] includegroupRPC[15], membership[16], anda
real-timechannelabstraction[8].

This paperhasseveral goals. The first is to arguethat fine-
grain configurabilityandextensibility arevaluablecharacteris-
tics for transportprotocols.Thesecondis to describea realiza-
tion of this philosophyin theform of CTP. Thelastis to present
initial performanceresults,which illustratethatthecostof such
flexibility is relatively small andthat the advantagesof config-
urability canmorethancompensatefor this overheadin certain
cases.

I I . CTP DESIGN

Eachserviceattribute and functional componentof CTP is
designedto berealizedasa separatemodulein sucha way that
the modulescan be combinedto provide a transportprotocol
with exactly the requiredattributes. This sectiondescribesthe
designof CTP, startingwith anoverview of Cactus.
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A. Cactus

Cactusis a systemanda framework for constructingconfig-
urableprotocolsandservices,whereeachservicepropertyor
functionalcomponentis implementedasa separatemodule[8].
A servicein Cactusis implementedas a compositeprotocol,
with eachservicepropertyor otherfunctionalcomponentimple-
mentedasa micro-protocol. A micro-protocolis, in turn,struc-
turedasacollectionof eventhandlers, whichareprocedure-like
segmentsof codethat areexecutedwhena specifiedevent oc-
curs.Onceconstructed,a compositeprotocolis composedhier-
archicallywith otherprotocolsto form thenetwork subsystem.
In the caseof the Linux versionof Cactususedto implement
CTP, supportfor hierarchicalcompositionis providedby thex-
kernel[9].

The Cactusruntimesystemprovidesa variety of operations
for managingeventsandevent handlers. In particular, opera-
tions are provided for binding an event handlerto a specified
event and for raising an event, which causesall the handlers
boundto thateventto beexecuted.An eventcanalsoberaised
with a specifieddelayto implementtime-drivenexecution,and
with either blocking or non-blockingsemanticson the thread
raisingtheevent.Theorderof eventhandlerexecutioncanalso
bespecifiedif desired.Argumentscanbepassedto handlersin
both the bind andraiseoperations.Otheroperationsareavail-
ablefor unbindinghandlers,creatinganddeletingevents,halt-
ing event execution,and cancelinga delayedevent. Handler
executionis atomicwith respectto concurrency, i.e., a handler
is executedto completionbeforeany otherhandleris startedun-
lessit voluntarily yields the CPU.Cactusalsosupportsshared
datathatcanbeaccessedby all micro-protocolsconfiguredinto
a compositeprotocol. Fig. 1 illustratesCTP implementedasa
Cactuscompositeprotocol,with exampleeventsto theright and
micro-protocolsto the left. An arrow from a micro-protocolto
aneventindicatesthatthemicro-protocolbindsa handlerto the
event.

Finally, Cactussupportsamessageabstractiondesignedto fa-
cilitatedevelopmentof configurableservices.Themainfeatures

providedby Cactusmessagesarenamedmessageattributesand
a coordinationmechanismthat releasesa messagefrom the
compositeprotocol to go up or down the protocolgraphonly
whenagreedto by all relevantmicro-protocols.Thesedynam-
ically createdmessageattributesare a generalizationof tradi-
tional messageheadersandhave threedifferentscopes:peer,
stack, andlocal. Peerattributescorrespondto traditionalheader
fields that are sharedby the peer compositeprotocolsat the
senderandreceiver. Stackattributesaresharedby differentpro-
tocol layersin aprotocolstackononemachineandcanbeused,
for example,to sharemessage-specificprocessinginstructions
betweenprotocollayers. Finally, local attributesaresharedby
micro-protocolsin onecompositeprotocolon a singlemachine
andcan be used,for example,to storemessage-specificlocal
information. A customizablepack routine combinespeerat-
tributeswith themessagebodyfor network transmission,while
an analogousunpackroutineextractspeerattributesat the re-
ceiver. Messagesaredeallocatedusinga coordinationmecha-
nismsimilar to thatusedfor sendingmessages.

B. AttributesandAlgorithms

Thefirst stepin developingacustomizabletransportprotocol
is to identify variousquality attributesthat canbe provided to
higher levels and the algorithmsusedto implementtheseand
otheraspectsof the service. While the list of possiblequality
attributesis large[17], theoneswe addressherecanbedivided
roughlyinto thefollowing categories:
� Performance. Describeshow quickly data are transported
from senderto receiver, typically specifiedasaveragethrough-
put. The protocol may attemptto provide guaranteedperfor-
manceby reservingresourcesor maydo it only on a best-effort
basis.� Timeliness. Describesthe timing characteristicsof the end-
to-endtransmissionwith respectto maximumlatency or jitter.
Latency guaranteesaretypically madethroughresourcealloca-
tion, while jitter canbecontrolledusingappropriatealgorithms.� Reliability. Addressesthe probability that the receiver re-
ceives all the datasentby the sender. Reliability can be in-
creasedby using different forms of redundancy rangingfrom
multihomingto redundanttransmissionof dataalongonecon-
nection. Sincemost techniquestransmitmultiple copies,the
transportprotocolmayberequiredto eliminateextracopies.� Ordering. Describesguaranteesconcerningthe orderingof
dataat thereceiverrelativeto theorderin which they weresent.
For stream-basedtransportservices,theonly reasonableorder-
ing optionis FIFO,but for message-basedservicesotheroptions
maybereasonable.� Security. Addressesconfidentiality, integrity, authenticity, and
datareplay. Thestrengthof theguaranteefor eachof theseat-
tributesdependson thetypesof attacksto betolerated.

In general,the chosenquality attributesapply to every mes-
sagewithin asession,but it mayalsobeusefulto allow individ-
ual messagesto begivenparticularattributes. For example,an
urgentmessagemight be marked “out-of-band” anddelivered
as soonas possible,even thougha messageorderingrequire-
mentappliesto othermessages.Applicationsthatrequiremulti-



plesubstreamswith differentcharacteristics,suchasmultimedia
deliveryof parallelaudio/videochannels,canopenmultipleses-
sionswith differentqualityattributesanddistributetraffic across
thesesessionsasappropriate.

TCP and UDP provide essentiallya fixed set of theseat-
tributes.In particular, TCPprovidesa stream-basedreliableor-
deredtransmissionwith integrity againstaccidentaldatamodifi-
cation,but only best-effort performanceandwith no timeliness
or securityguarantees.UDP provides a best-effort message-
basedtransportwith no guarantees.

Givenanattribute,numerousalgorithmsandprotocolsareof-
tenavailablefor implementingits properties.For example,reli-
ability canusesomecombinationof positive,negative,or selec-
tive acknowledgmentprotocols,or severaldifferentforwarder-
ror correctionschemes.In somecases,differentalgorithmspro-
vide differenttypesof guarantees.For example,IP-styleones
complementandcyclic redundancy checks(CRC) provide in-
tegrity thatprotectsagainstaccidentaldatamodification,while
cryptographicmethodssuchaskeyedMD5 [18] protectagainst
intentionalmodification. In other cases,different algorithms
provide approximatelythe sameguarantee,but with different
tradeoffs with respectto resourceusageor otherattributes.For
example, forward error correctiontypically usesmore band-
width thanacknowledgments,but providesfasterrecoveryfrom
failures,andthussmootherdataflow at thereceiver.

Differentchoicescanalsobemadefor otherdesignelements,
suchaswhetherto usecongestionand/orflow control,andif so,
what type. Theprotocolmustalsobeableto interactappropri-
atelywith theprotocolbelow it in thegraph.For example,mes-
sagesmayneedto befragmentedinto piecesor smallmessages
coalescedinto one packet. If a resourcereservation protocol
suchasRSVPis available,the transportprotocolmay interact
with it to make a resourcereservation for the connection.Fi-
nally, thetransportprotocolmustdealwith suchpracticalissues
asconnectionestablishment,monitoring,andteardown.

C. DesignOverview

In CTP, eachattribute or function describedabove is imple-
mentedby one micro-protocolor a set of alternative micro-
protocols. Thus, the current designhasone or more micro-
protocolsfor reliability, ordering,security, jitter control,conges-
tion detectionandcontrol, flow control, dataandheadercom-
pression,MTU discovery, messagefragmentationandcollation,
andconnectionestablishment,monitoringand teardown. The
currentprototypesupportsApplicationLayerFraming[19], so
applicationscanassociatespecificsemanticswith eachmessage.
All transmissionpropertiesaredefinedin termsof thesemes-
sages,which canbeof arbitrarysize.CTPcanfragmentor coa-
lescethemessagesasneededinto appropriatetransportunits—
segments—for thelower-level protocol.

The goal of the designis to decouplethe implementationof
differentattributesandfunctionsto maximizetheability to mix
andmatchdifferentmicro-protocolsto provide exactly the re-
quiredproperties.Decouplingthedifferentfeaturesof transport
protocolsis not trivial, sinceoftenmuchof the functionality is
tightly coupledfor efficiency. For example,reliability, conges-
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tion control,andflow control in TCP sharethe sametransmis-
sion window datastructure,while byte sequencenumbersare
usedto implementreliability andordering,andto provide nec-
essaryfeedbackfor flow control.

Micro-protocolsinteractusingshareddata—inparticular, the
messagesandtheir attributes—andthe setof eventsillustrated
in Fig. 2. Thefigureusessolid arrows to indicateeventsraised
by theboundarylayersof theCTPprotocolanddashedarrows
to indicatecausalrelationsbetweenotherevents.For example,
whentheMSG FROM USER eventis raisedby CTP, somemicro-
protocolwill raisetheSEGMENT FROM USER event. Additional
local timeouteventsareusedby severalof themicro-protocols.
Most of theeventnamesareself explanatory. The ICMP events
areusedto processcontrol messagestransmittedby the Inter-
net Control MessageProtocol to higher levels, suchas those
indicatingcongestion(ICMP SOURCE QUENCH) or thata packet
was droppedbecauseit was too large (ICMP FRAGMENTATION

REQUIRED). TheSUSPEND TRANSMISSION andRESUME TRANS-

MISSION eventsareusedto controlthenumberof messagesthat
theapplicationcanpushto theCTPserviceat thesender. In par-
ticular, any micro-protocolthat needsto control the rateat the
applicationfor flow or congestioncontrolcanraisetheseevents,
which are monitoredby micro-protocolApplication Control.
Thelatter thenregulatestheapplicationwhennecessaryby, for
example,blocking the applicationthreadon a semaphore.The
CONGESTION DETECTED eventallows the congestiondetection
mechanismto be separatedfrom the actualcongestioncontrol,
therebymaking it easyto changethe detectionmethodif de-
sired.

CTP also takes advantageof the transmissioncoordination
aspectof Cactusmessages,both for sendingsegmentsdown to
lower layersandfor deliveringmessagesup to theapplication.
This coordinationis implementedby sendbits that areassoci-
atedwith eachmessage.Eachmicro-protocolthat processesa
given messagetype is allocateda sendbit in eachmessageof
thattypethatit setswhenit is doneprocessingthemessage.The
messagethenexits thecompositeprotocoleitherup or down as
appropriateonceall sendbits have beenset.For example,con-
gestioncontrol,flow control,andreliability all usesendbits to
determinewhena segmentcanbetransmitted,while jitter con-
trol andthe differentorderingmicro-protocolsusesendbits to
determinewhena messagecanbedeliveredto theapplication.
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Sendbits allow differentmicro-protocolsto operateon mes-
sagesindependentlywithout knowing which other micro-pro-
tocols needto processthe message.They also decouplethe
approval processfrom any kind of ordering—whenall the re-
quiredmicro-protocolshave settheir bit, themessageexits the
compositeprotocolindependentof theorderin which they were
set.Notethatsystemssupportingonly hierarchicalcomposition
intrinsicallydictateonefixedreleaseorder.

I I I . M ICRO-PROTOCOL HIGHLIGHTS

Thissectiongivesanoverview of someof themicro-protocols
availablein theCTPsuite,including thosethat implementreli-
abledelivery, transmissioncontrol,messageordering,andjitter.
Therearealsoseveral micro-protocolsthat provide basefunc-
tionality not directly connectedwith a specificsemanticprop-
erty. Finally, thesectionconcludeswith adiscussionof thecon-
figurability andextensibilityof theservice.

A. BaseFunctionality

Transport Driver is the only micro-protocolthat must be
presentin any configuration. It addsport identifiers on all
outgoingsegmentsfor demultiplexing and also containstriv-
ial handlersfor certaineventsto ensurethat a messageis car-
ried throughCTP irrespective of the presenceof other micro-
protocols.It alsosetsthesendbits to ensurethatmessagesare
sentevenif thereareno othermicro-protocolsthatsetsendbits
in theconfiguration.Theeventinteractionsof Transport Driver
areillustratedin Fig.3. In thefigure,arrowspointingto amicro-
protocolindicatethatthemicro-protocolhasahandlerboundto
theeventandarrows originatingin themicro-protocolindicate
that the micro-protocolraisesthe event. Pseudo-codefor this
micro-protocolis givenin Fig. 4.

The Sequenced Messages and Sequenced Segments
micro-protocolsadd messageattributes uniquely identifying
eachoutgoingmessageandsegment,respectively. While thisla-
belingdoesnotprovideany serviceto theapplication,it is useful
for othermicro-protocolssuchasthoseproviding reliability and
ordering.Performingtheprocedurein aseparatemicro-protocol
allowstheothermicro-protocolsto sharethesameattribute,sav-
ing spacein themessage.

A group of micro-protocolstransformsmessagesinto seg-
mentsat the senderandthenbackto messagesat the receiver.
They arealsoresponsiblefor raisingtheSEGMENT FROM USER

andMSG FROM NET events.Fixed Size simply createsa sepa-
ratesegmentfrom eachmessage,Coalescence combinesmul-
tiple smallmessagesinto onesegment,andResizing fragments
the messagesinto segmentsthat canbe handledby the under-
lying IP network without IP-level fragmentation(MTU discov-

micro-protocol TransportDriver () �
handler handleUsrSeg(segments)�

raise (SEGMENT TO NET, SYNC,0, s);�
handler handleSegToNet(segments)�

/* Setthedemultiplexing keys for thepeer*/
setAttr( s,PEER,SrcPort,sessn� portLocal);
setAttr( s,PEER,DestPort,sessn� portPeer);
setSendBit(s);setDeallocateBit(s);�

handler handleNetMsg(messagem) �
setSendBit(m); setDeallocateBit(m);�

initial �
bind(SEGMENT FROM USER,handleUsrSeg,1024);
bind(SEGMENT TO NET,handleSegToNet,0);
bind(MSG FROM NET,handleNetMsg,0);��

Fig. 4. TransportDriver micro-protocolpseudocode

ery). Oneof thesemicro-protocolsmustbepresentin eachcon-
figuration.

Finally, a set of optional micro-protocolsis responsiblefor
establishingandshuttingdown a connection,andfor monitor-
ing its status.Virtual Circuit implementsa handshakeprotocol
that providesreliablestartupandshutdown semantics,andex-
changesrandominitial sequencenumbersfor messageandseg-
mentnumbering. Virtual Circuit is completelytransparentto
othermicro-protocols,eventhosethatusesequencenumbers—
if it is not included,constantinitial valuesareused.Theability
to realizethis transparency stemsdirectly from theCactusevent
handlingmechanisms.Specifically, the micro-protocolbinds
eventhandlersto theSEGMENT FROM NET event,orderingthem
sothatthey areexecutedbeforeothereventhandlers.Whenthe
eventoccurs,it usesa Cactusoperationto stoptheevent,which
preventsthe otherevent handlersfrom executing. As a result,
othermicro-protocolsdo not seeany handshake messagesand
areunawareof the presenceor absenceof Virtual Circuit in a
givenconfiguration.An additionalKeep Alive micro-protocol
is responsiblefor sendingprobemessagesto detectlink failures
in theabsenceof applicationmessages.

B. Reliability Micro-protocols

Reliable transmissioncan be implementedusing different
typesof redundancy rangingfrom redundantnetwork connec-
tionsto redundanttransmissionover thesameconnection.CTP
currentlyhastwo reliability micro-protocols:Positive ACK and
FEC Reliability. Positive ACK is a traditionalARQ reliability
scheme,but differs in implementationdetailsfrom the one in
TCPbecauseit attemptsto decouplereliability processingfrom
other communicationproperties. For instance,Positive ACK
placesno limit on the numberof outstandingunacknowledged
segments;if a limit on outgoingsegmentsis required,the user
mustconfigurea flow controlmicro-protocol.FEC Reliability
usesthe forward error correctionalgorithmin [20] to transmit
redundantdataso that the receiverscanreconstructa complete
transmissiondespitemessagelosses.
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Positive ACK is a relatively complex micro-protocol,as il-
lustratedin Fig. 5. For eachoutgoingmessage(eventSEGMENT

TO NET), it includesanacknowledgmentattributeindicatingthe
mostrecentsegmentreceivedin orderandraisestheRETRANS-

MIT TIMEOUT timer event. For eachincomingmessages(event
SEGMENT FROM NET), it checksthe acknowledgmentattribute
anddeallocatesany segmentsthat it now knows have beenre-
ceived andcancelsthe retransmissionevent if appropriate. If
theincomingmessagecontainsdata,i.e., is not justanacknowl-
edgment,Positive ACK updatesits recordof the last segment
receivedandraisestheACK TIMEOUT timer event. Whenthere-
transmissioneventoccurs,a checkis madeof how many times
thesegmenthasbeentransmittedandif thenumberis excessive,
theconnectionis aborted.Otherwise,theretransmissiondelayis
increasedusingexponentialbackoff, andthe SEGMENT TO NET

eventis raisedontheoldestunacknowledgedsegment.TheACK

TIMEOUT eventhandlermerelycreatesanacknowledgmentmes-
sageandthenraisestheSEGMENT TO NET event.Thecongestion
eventis raisedwhenaretransmissionoccurs,becauseit canpro-
vide useful informationto a congestioncontrol micro-protocol
whenoneis includedin theconfiguration.

Note that several optimizationscommonly made in ARQ
schemesareomittedhere,suchas fastACK transmissionand
duplicateACK detection.Thesecouldeasilybeaddedto CTP.
Someof thesetechniqueswould be easierto structureasnew
micro-protocols,while otherswould bemorenaturalto provide
asextensionsto existing micro-protocols.

The FEC Reliability micro-protocolencodes� segmentsof
original datainto � segmentsof encodeddata( �
	�� ) using
thealgorithmin [20]. At thesender, after � segmentshavebeen
transmittedasnormal,anadditional ���� redundantsegments
arecomputedandtransmitted.Theencodingschemeallows the
receiverto computeall � originalsegmentsprovidedthatat least
� of the � segmentsaredeliveredintact.FEC Reliability at the
receiver theninterceptsthe redundantsegmentsandusesthem
to createanew messagefor eachof thesemissingsegmentsand
raisestheSEGMENT FROM NET event. As a result,othermicro-
protocolsseethe reconstructedsegmentsasif they hadarrived
normally.

By combining forward error correctionand somekind of
ARQ reliability scheme,the usercan choosefrom a rich set
of possibilitiesfor reliablecommunicationthat canbe usedto
matchthespecificrequirementsof particularapplications.

C. TransmissionControl Micro-protocols

CTPoffersflexible facilitiesfor controllingthespeedof trans-
mission,typically usedto ensurethata senderlimits its outgo-

ing traffic to a level acceptableto thenetwork andreceiver. Our
architecturedividesmicro-protocolsthatimplementthesefunc-
tionsinto threecategories:flow control,congestioncontrol,and
applicationcontrol.

Flow control refers to end-to-endtransmissioncontrol that
provides a mechanismfor the receiver to dictate the sender’s
transmissionspeed.Availablemicro-protocolsinclude:
� XON/XOFF. Thereceiver issuessuspend/resumeinstructions
to thesender.� Windowed.Thereceiverperiodicallyinformsthesenderof its
availablebuffer space.� Ratebased. The senderpacesits transmissionaccordingto
somelimit on traffic per time period;the limit maybefixedor
mayvarybasedon feedbackfrom thereceiver.

Thesemicro-protocolsall operateat thesendersideby bind-
ing a handlerto theSEGMENT TO NET event,which setsits send
bit on anoutgoingmessageonly whenrestrictionson transmis-
sionarefulfilled. Thiseventhandleris alsocapableof detecting
whenfurthermessagescannotbesentimmediately;if this is the
case,it raisesa SUSPEND TRANSMISSION event andeventually
a RESUME TRANSMISSION eventoncetraffic canresume.These
eventscanbehandledby theapplicationcontrolmicro-protocols
describedbelow.

At the receiver side, thereare facilities in the API to allow
higher level protocolsto specifypolicieson traffic rates. The
flow-controlmicro-protocolscancommunicatethis information
to the sendereitherby transmittingnew feedbackmessagesto
thesenderor by piggybackingtheinformationon existingmes-
sages.This feedbackis handledat thesenderin ahandlerbound
to theSEGMENT FROM NET event.

Congestioncontrol behavessimilarly to flow control in that
it limits the transmissionrate of senders,but is intendedto
avoid overrunningthe capacityof the network ratherthan the
receiver. Congestioncontrol in CTP consistsof two typesof
micro-protocols:congestiondetectionandcongestioncontrol.
Typical configurationswould include one congestioncontrol
andoneor morecongestiondetectionmicro-protocols.

All congestiondetectionmicro-protocolsraisethe CONGES-

TION DETECTED eventwhenthey suspectcongestionin thenet-
work. In thecurrentdesign,congestioncontrolmicro-protocols
simply usethe presenceof this event to throttle transmission,
but it wouldbepossibleto addvotingor otherprocessingonthe
congestioneventsbeforeany actionis made.

Availablecongestiondetectionmicro-protocolsinclude:
� Retransmissiondetection.Any reliability micro-protocolcan
alsofunctionasa congestiondetectionmicro-protocolsincethe
lossof a messagemaybedueto congestionin thenetwork. In
thecaseof retransmissionmicro-protocols,thesenderraisesthe
congestioneventwhenit retransmitsamessage.� Lossnotification.Evenif retransmissionsarenot required,re-
ceiverscanassistin congestiondetectionby transmittingfeed-
backaboutlossesin theincomingtraffic. This canbeusefulfor
detectingcongestionin unreliablecommunication,or in combi-
nationwith FEC Reliability.� Roundtrip time measurement. Large increasesin roundtrip
timescanbeanindicationof queuingdelayscausedby buffering
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in thenetwork. A congestiondetectionmicro-protocolcanmea-
sureend-to-endroundtriptimesandraisethe congestionevent
whenappropriate.� ICMP detection. In IP networks, an ICMP SourceQuench
messageis definedto allow gatewaysto notify hostsaboutcon-
gestion.An ICMP detectionmicro-protocolshouldraisea con-
gestioneventuponreceiving a SourceQuench.� ECNdetection.If gatewaysprovide Explicit CongestionNo-
tification (ECN) asproposedin [21], a micro-protocolat there-
ceiver canfeedthis informationbackto the senderasa means
for detectingcongestion.

Congestioncontrol micro-protocolscan usesimilar mecha-
nismsto theflow controlmicro-protocolsdescribedaboveto es-
tablishanappropriatetransmissionrate,but mustbasetheirrates
on the presenceof CONGESTION DETECTED eventsratherthan
feedbackfrom receivers. Both rate-basedand window-based
congestioncontrolarepossible,andthesemicro-protocolshave
considerablescopefor flexibility in tuningtheir transmissionto
maximizethroughputwhile avoiding congestion.Fig. 6 illus-
tratestypical event interactionsof a congestioncontrol micro-
protocol. Note that a rate-basedmicro-protocolwould usean
additionaltimerevent.

Application control micro-protocolscan be configuredinto
CTPto provide whatever propertiesaredesiredwhenoutgoing
datacannotbe transmittedimmediately. With no suchmicro-
protocol, messagessimply queueup within the CTP compos-
ite protocol at the senderuntil all sendbits are set; there is
no upperboundon the messagesthat will be bufferedby de-
fault. It is possibleto providesucha limit by keepingacountof
the messagesallocatedanddeallocatedby the protocol,or the
sizeof all messagescurrentlyallocated. The applicationcon-
trol micro-protocolcandecideonappropriatebehavior basedon
the currentlyqueueddataandwhetherimmediatetransmission
is possibleby countingSUSPEND TRANSMISSION andRESUME

TRANSMISSION events. It registersan event handlerfor MSG

FROM USER eventsto enforceits policy, which might include:
� Blocking. IncomingapplicationthreadsareblockedataFIFO
semaphoreuntil their messagescanbe acceptedby CTP. This
optiongivessemanticssimilar to blockingI/O in BSDsockets.� Error report.Theprotocolnotifiestheapplicationthatames-
sagecannotyet beacceptedfor delivery. This optiongivesse-
manticssimilar to non-blockingI/O in BSDsockets.� Dropping. Incomingexcessmessagesaredropped.In certain
real-timeapplications,late arriving datamay have little or no
valueto the receiver, andthusit maybebetterfor theprotocol
to discardadditionalmessagesimmediately, ratherthanbuffer
themandintroducefurtherqueuingdelays.

D. OrderingandJitter Micro-protocols

Orderingmicro-protocolsare relatively simple for point-to-
point communicationsuchascurrentlysupportedby CTP. The
sendercanaddamessageattributethatindicatestheorderof the
messageeitherasa sequencenumberor by specifyingthemes-
sage’s logical predecessor(s).The currentimplementationhas
two FIFO micro-protocols,Reliable FIFO and Lossy FIFO.
Theformerenforcesstrict in-orderdeliveryby bufferingout-of-
ordermessagesandsendingthemto the applicationonly after
their predecessorshave beendelivered,while Lossy FIFO de-
liversmessagesimmediately, discardingany messagesthat ar-
rive out of order. A Semantic Order micro-protocolusesor-
dering information provided by the applicationto recordand
enforcethe logical predecessorsof eachmessage.An Out of
Band micro-protocolcan be usedwith any ordering micro-
protocol to allow urgentout-of-bandmessagesto be delivered
asquickly aspossible.Thismicro-protocolsimplyoverridesthe
sendbit usedby thecurrentorderingmicro-protocol.

Jitter control micro-protocolsare structurallysimilar to or-
deringmicro-protocols,but usethepassageof time ratherthan
predecessorinformationto decidewhenthe sendbit in a mes-
sageis set. Thesemicro-protocolsincludeFixed Rate Jitter,
which deliversmessagesseparatedby a fixedtime interval and
Timestamp Jitter, which preservesthe time intervalsbetween
messagesat thesenderat thereceiver.

E. Discussion:Configurability andExtensibilityin CTP

To make CTP highly configurable,the different micro-pro-
tocols have been designedto be as independentas possi-
ble. However, therearesomedependencies—whenonemicro-
protocolrequiresthatanotherbein theconfigurationto function
correctly—andsomeconflicts—whentwo micro-protocolscan-
not be in thesameconfiguration.Thedependenciesin thecur-
rentdesignarerelatively simple.Everyconfigurationmusthave
Transport Driver andoneof the message-to-segmentconver-
sionmicro-protocolsFixed Size, Coalescence, or Resizing.
Thereliability andFIFOorderingmicro-protocolsusesequence
numbersprovidedby Sequenced Segments andSequenced
Messages, respectively. Micro-protocolssuch as flow con-
trol andcongestioncontrolthatmayneedto controlapplication
sendingspeedrequireoneapplicationcontrolmicro-protocolin
eachconfiguration.Finally, congestioncontrol requiresat least
onecongestiondetectionmicro-protocol.Notethat thereliabil-
ity, ordering,andflow control transportfunctionsthatareoften
tightly connectedin TCPimplementationsarecompletelyinde-
pendentin ourdesign.

Conflicts are either syntactic or semanticin nature. An
example of a syntacticconflict is that only one message-to-
segmentconversionmicro-protocolshouldbe in eachconfig-
uration,while an exampleof a semanticconflict is that Lossy
FIFO anda reliablecommunicationmicro-protocolshouldnot
beusedtogether. Semanticconflictsdo not causethecombina-
tion to fail, but theresultingsemanticsdonotsatisfytheproper-
tiesof bothof themicro-protocols.Theothersyntacticconflicts
arethattheremustbeat mostoneapplicationcontrol,ordering,
andjitter controlmicro-protocolin eachconfiguration.



Despitethesedependenciesandconflicts,therearestill hun-
dredsof possibledifferentCTPconfigurationsevenwith asmall
numberof differentmicro-protocolsfor eachtransportproperty
andfunction. The challengeis to identify the correctconfigu-
ration for eachapplicationdomainandexecutionenvironment.
In many cases,this may requireexperimentationwith different
combinationsto reachtheoptimalone. A graphicaltool called
theCactusBuilderis providedto helpautomatetheconstruction
of compositeprotocolsfor this purpose[22].

CTP is also designedto be easily extensible,meaningthat
new micro-protocolscan be addedwithout modifying the ex-
isting ones. The actualeffort neededdependson the type of
extension.It is typically trivial to adda new alternative imple-
mentationfor an existing propertyor function, sincethe event
interactionsareusuallythesameasin existingmicro-protocols.
For example,a reliability micro-protocolbasedon negative ac-
knowledgmentswould interactwith othermicro-protocolsin a
manneridenticalto Positive ACK.

Ontheotherhand,addingacompletelynew propertyor func-
tion canbemoredifficult. Theimplementormustfirst determine
if CTPalreadyhasall thenecessaryeventsrequiredby thenew
micro-protocol. If not, the CTP framework or someof the ex-
isting micro-protocolsmay needto be modified to raisethese
events. For example, for a more elaboratecongestiondetec-
tion micro-protocolthat monitorsretransmissions,retransmis-
sion micro-protocolswould be modified to raisea retransmis-
sioneventratherthandirectly raisingCONGESTION DETECTED.
However, completelynew micro-protocolscanoftenbe imple-
mentedusing the existing set of events. For example, in our
design,the jitter control micro-protocolswereaddedafter the
restof CTPwasdesignedwith no modificationsto othermicro-
protocols.

IV. INITIAL PERFORMANCE RESULTS

A. Overview

This sectiongivessomeinitial CTPperformanceresultsthat
indicateboththeoverheadandthepotentialadvantagesof con-
figurability. While CTPcannotcompeteat this stagewith tuned
versionsof TCP andUDP, the flexibility provided by the ser-
vice is useful for applicationdomainsand executionenviron-
mentsthat have not beenconsideredin the designof the stan-
dardprotocols.In particular, CTPis usefulwheneithera setof
characteristicsthat falls somewherebetweenTCP andUDP is
required,or for caseswherestrongerguaranteesthanTCP are
needed.CTP is alsoappropriatewhenthereis the opportunity
to configurea protocolto matchthecharacteristicsof a specific
network environment.

B. SimpleTransmissionTest

Thefirst setof experimentsmeasuresthetime takento trans-
mit 10 largeEthernetframesusingUDP, TCPandvariouscon-
figurationsof CTP. In thesetests,asendingapplicationtransmits
enoughdatato fill 10 framesto areceiver, whichreplieswith an
acknowledgmentonceall thedatahavebeenreceived.Wemea-
surethe interval at the senderbetweenthe transmissionof the

TABLE I

DELAY COMPARISON

Protocol Time(ms)

UDP 2.58
TCP 3.04
CTP 3.79
CTP:Lossy FIFO 4.03
CTP:Positive ACK 4.40
CTP:Positive ACK andReliable FIFO 4.52

first frameandreceiptof theacknowledgment.Theapplication
sends1400 bytesat a time to leave sufficient room for lower
level headersin asingleEthernetframeof 1500bytes.UDPand
CTPdeliver this datain a singleframe,while TCP attemptsto
sendasmuchdataaspossiblein eachoutgoingsegment.In each
case,exactly 10 Ethernetframesarerequired.Thetestdeliber-
ately limits the datatransferredto this relatively small amount
to avoid overrunningbuffersin thenetwork andendpoints;UDP
andconfigurationsof CTP without flow or congestioncontrol
cannotreliably deliver larger amountsof dataundersuchcon-
ditions, so a direct comparisonacrossall protocolswould be
unfair.

Thetestswereconductedon two 300MHz PentiumII CPUs
runningLinux kernel2.2.14acrossa 100 Mbps Ethernet.The
TCP implementationis a port of the 4.3 BSD Renoprotocol
modifiedto runasauser-spacex-kernelprotocol.TheTCPmea-
surementsweremadewith theflow controlandcongestionwin-
dows fully open,andthePUSHflagwasseton thelastsegment
to ensurethe dataweresentwith no delay. Thus,every effort
wasmadeto ensurethebaselineTCPmeasurementsareasfast
aspossible.Thetimesareaveragesfrom 20 testsfor eachcase;
thestandarderrorof eachfigureis approximately0.03ms.

Thesepreliminary resultsindicatean overheadof lessthan
1.5ms(150 � s permessage)over UDP andTCPwith approxi-
matelythesameserviceguaranteesin this simpletestandexe-
cutionenvironment.We expecttheperformanceof CTPto im-
prove asthe implementationis optimized,althoughit is proba-
bly unrealisticto expectCTPto beatTCPandUDPfor this type
of use.

C. OtherConfigurations

CTP can be tunedto provide optimizedbehavior for given
applicationsor environments,which cangive it a performance
advantagein thosecases.Oneexampleis providing fastretrans-
missionif network latency is known to below. Versionsof TCP
derivedfrom theBSD coderetransmitsegmentsafterreceiving
3 duplicateACKs or uponexpirationof a retransmissiontime-
out. However, theretransmissiontimer is typically very coarse,
on the orderof 500ms. Connectionsacrosscampusnetworks
or evenwidearea-networksfrequentlyyield round-triptimeson
theorderof tensof milliseconds,sofasterretransmissiontimers
canbebeneficialundercertaincircumstances.

We have measuredthe performanceof CTP configuredwith
thePositive ACK micro-protocoldescribedin sectionIII-B us-



TABLE II

END-TO-END LATENCY COMPARISON

Lossrate(%) CTPtime(ms) TCPtime(ms)

0 0.5 0.3
1 1.1 10.9
2 2.3 18.2
3 2.4 27.8
4 3.0 46.1
5 3.3 57.6

ing fine-grainedretransmissiontiming. The testmeasuresthe
time to transmitonesmall messagefrom the senderto the re-
ceiver. Eachmessageis transmittedindividually, which means
thatthereceiver in theTCPexperimentdoesnotdetectmessage
lossbasedon gapsin the messagestreamanddoesnot gener-
ate duplicateACKs. As a result, the senderonly retransmits
whentheretransmissiontimerexpires.TableII lists theaverage
end-to-endlatency of this CTPconfigurationcomparedto TCP.
This testwasmadeon the sameplatform asdescribedabove;
network packet lossesweresimulatedby droppingvaryingpro-
portionsof packets.Thesystemclocksweresynchronizedwith
NTP andtimestampswereaddedby thesenderandreadby the
receiver. The timesareaveragesof 1000trials, with an equal
numberof trials madein eachdirectionto minimizebiasintro-
ducedby discrepanciesbetweentheclocks.

Although TCP is fasterin the losslesscase,CTP was able
to provide fasterdelivery on averagewhenlossesoccurredby
retransmittingmore quickly. CTP can provide similar advan-
tagesin other environmentswhereTCP is known to perform
sub-optimally, suchashigh bandwidth-delayproductlinks and
wirelessnetworks. Moreover, CTPallows theuserto configure
all of thesefrom asingleintegratedpackage,ratherthanforcing
theconstructionof new specializedprotocolsfrom scratch.

D. PerformanceOptimizations

Theperformanceof a compositeprotocolbuilt usingCactus
suchasCTP canbe optimizedin any numberof ways. These
optimizationscan be classifiedbasedon whetherthey require
changesin the Cactusruntimesystemor micro-protocols,and
the extent of thesechanges.The leastintrusive optimizations
customizethe protocol’s behavior usingfeaturesin the Cactus
runtimespecificallyprovided for suchcustomization.For ex-
ample,messagehandlingoperationscanbecustomizedto con-
structmessageheadersin whatever format is mostefficient for
theparticularprotocol.

Another type of optimization modifies the Cactusruntime
system,but doesnotrequirechangesin themicro-protocolcode.
For example,to eliminatethe tablelookupsrequiredto invoke
customizableoperations,the messagehandlingoperationscan
beaddedasstaticfunctionsto theruntimesystem.

Finally, someoptimizationsrequire that the chosenmicro-
protocolsbe modifiedin someway, eitherby handor through
automaticcompiletime or run time optimization.For example,
the indirectionrequiredto raisean event canbe optimizedby

replacingtheraiseoperationwith directcallsto theappropriate
eventhandlersor evenby inlining thehandlers.

In theexperimentsabove,theonly optimizationusedwasthe
first onedescribedabove, wherethe Cactusmessagehandling
operationsarecustomized.Thedelayfor theunoptimizedCTP
in the testsdescribedin sectionIV-B with the basicconfigura-
tion was4.67ms,while thedelaywas3.76msaftermakingthis
optimization. This only took a few hoursof programmingand
did not requireany changesto the Cactusframework or CTP
micro-protocols.Testingothertypesof optimizationsis partof
plannedfuturework.

E. MemoryUse

Thecurrentprototypeof CTPcontainssignificanttestingand
debuggingcode,andmakeslittle attemptto minimizememory
use.Thestaticmemoryrequirementsfor this implementationof
theCTPconsistof 24 KB for theCactusframework, 15 KB for
the interfaceto the x-kernel,5 KB for the CTP infrastructure,
andvariousamountsfor eachmicro-protocol. Micro-protocol
memoryusevariesfrom a few hundredbytesfor simplemicro-
protocolslikeSequenced Segments, to approximatelyakilo-
byte for typical modulessuchas Reliable FIFO. Particularly
complex micro-protocolslike FEC Reliability may requireas
muchas10 KB.

In additionto thesestaticrequirements,afew micro-protocols
allocatesignificantamountsof memoryat runtime. For exam-
ple, orderingmicro-protocolsbuffer messagesreceived out of
order, retransmissionmicro-protocolssave copiesof messages
at the senderin casesubsequenttransmissionsare required,
and forward error correctionmicro-protocolsrequirespaceat
boththesenderandreceiverfor whatevermessagesarerequired
for performing the redundancy calculations. Thesedynamic
memoryrequirementsvaryenormouslydependingonthechoice
of micro-protocols,the parametersspecifiedfor thosemicro-
protocols,andotherenvironmentalcriteriasuchastheconnec-
tion bandwidth-delayproduct.

Overall,weestimatethatanimplementationof CTPdesigned
to minimizememoryusecouldoperatewithin 32KB plusspace
for the desiredmicro-protocolsandtheir dynamicmemoryre-
quirements.While this spaceis excessive for the smallestem-
beddedmicrocontrollerenvironments,we believe thata careful
implementationof CTP shouldbe feasiblefor mostplatforms
with modestmemoryconstraints.

F. Limitations

The current version of CTP has a numberof limitations,
mostlybecauseit wasdesignedprimarily to serveasaprototyp-
ing environmentfor testingdifferentcombinationsof transport-
relatedalgorithmsandfunctions.Oneis thatit usesthex-kernel
push/popinterfacefor interactingwith upperlevelsratherthana
morestandardsocket-typeAPI. It is, of course,possibleto add
suchanAPI on top of CTP. However, thetraditionalsocket in-
terfacemustbe extendedsomewhat to supportspecificationof
thedesiredtransportpropertiesfor eachconnectionandpossibly
for eachmessage(e.g.,semanticordering,out of band).



A secondlimitation is that CTP is not interoperablewith
standardtransportprotocols,partially dueto its useof thecus-
tom messageformat. However, limited interoperabilitycould
beaddedeasilyby customizingthemessagepackingroutineto
generatea messageheaderformat compatiblewith an existing
protocolsuchasUDP. Note, however, that enforcingcompati-
bility with otherprotocolssuchasTCP would placeseverere-
strictionsonCTP’sconfigurability, sinceits semanticswouldbe
limited to thoseprovidedby theexistingprotocol.

V. RELATED WORK

Relatedwork includesnew transportprotocols,proposedex-
tensionsto TCP, andresearchon configurationframeworksfor
transportprotocols. In the first area,a numberof other trans-
portprotocolshavebeenproposedsincetheintroductionof TCP
andUDP. Examplesincludethe ReliableDataProtocol(RDP)
[23], whichprovidesamessage-basedtransportservicewith re-
liability andoptionalFIFO orderingguarantees,andtheVersa-
tile MessageTransactionProtocol(VMTP) [24], which imple-
mentstransactionalRPC-stylecommunication.The latter has
certaincustomizablefeatures,including optional securityand
customizablereliability, andsomesupportfor realtimeandmul-
ticast. More recentproposalsincludethe Real-Time Transport
Protocol(RTP), which supportstransmissionof real-timedata
suchasaudioor videoover multicastnetwork services[6], and
the StreamControl TransmissionProtocol(SCTP)[7], which
provides improved reliability using techniquessuchas multi-
homing.A survey of transportprotocolscanbefoundin [17].

Extensionsto TCP have beendevelopedto improve its per-
formanceandapplicabilityfor specificapplicationor execution
domains. Examplesof such extensionsinclude selective ac-
knowledgments[25] and supportfor transaction-orientedser-
vices[26].

Thegoalof CTPis not to beyetanothertransportprotocolor
yetanotherTCPextension.Rather, CTPis aprototypeof acom-
pletelycustomizabletransportprotocolthatcanbeconfiguredto
serve any applicationdomainin any executionenvironmentto
thebestdegreepossible.CTPcanalsobeusedasa prototyping
environmentfor testingnew algorithmsfor different transport
propertiesin differentexecutionenvironments.

A numberof differentconfigurationframeworks have been
usedto constructmodular, and to somedegreeconfigurable,
transportservices. Most of theseframeworks usea linear or
hierarchicalcompositionmodel,wherethecommunicationsub-
systemis constructedasa stackor directedgraphof modules
with identical interfacesfor interchangeability. Module inter-
actionsin thesesystemsare typically limited to the exchange
of dataandcontrol messagesbetweenadjacentmodulesin the
compositiongraph. The first systemto support such com-
position was SystemV STREAMS [27], which allows a bi-
directionalconnectionbetweena user’s processanda device or
a pseudo-devicecalleda streamto beextendeddynamicallyby
theadditionof new modules.Thex-kernel[9], andsubsequent
CORDS[10] andScout[28] systems,supporta moregeneral
directedprotocolgraphwith explicit supportfor multiple log-
ical sessionsand multiplexing and demultiplexing. In the x-

kernel,theprotocolgraphisstaticallyconfiguredatinitialization
timeanddifferentmessagesmaytakedifferentpathsthroughthe
graphdependingon, for example,the sizeof the message.To
ourknowledge,noneof theseapproacheshavebeenusedto con-
structtransportservicesthatarecustomizableto thesamedegree
asCTP.

Similar compositionmodelshave beenusedin recentsys-
tems. For example, RWANDA dynamically builds a proto-
col stackby composinga linear sequenceof moduleschosen
at runtime [29]. The work on ProtocolBoosters[30] focuses
on improving the performanceof existing protocolsby adding
boostercomponentsthatcanbecombinedby nesting,resulting
in a linear order of boostercomponents.Finally, hierarchical
compositionmodelsareusedin the Horus [31] andEnsemble
[32], [33] systemsto constructconfigurablegroupcommunica-
tion servicesasstacksof protocolcomponents.The interface
betweenprotocol componentsin thesesystemsis richer than
in systemssuchas the x-kernel to accommodateinformation
transfersuchasmembershipchanges.Theseprojecthave also
workedonperformanceimprovementsbybypassingcertainpro-
tocol componentsduringnormaloperation[34].

The Cactusmodel provides a more flexible framework for
constructingconfigurabletransportprotocolsthan any of the
hierarchicalmodels. Cactusdoesnot force a linear order be-
tweenmoduleswhenthemodulesarelogically onthesamelevel
or evencompletelyindependent.For example,reliability, flow
control, andcongestioncontrol in our designare independent,
which meansthat no specificexecutionorder is neededor en-
forcedby Cactus. Furthermore,Cactusallows arbitrarily rich
interactionsbetweenmodulesthat needto interactratherthan
limiting interactionto bemessageexchangesbetweenadjacent
modulesin a graph.Thecongestiondetectionandthetransmis-
sion control eventsarea goodexampleof how this flexibility
canbeused.Finally, modulesin hierarchicalmodelsmusttypi-
cally actasdatafilters thatgetonechanceto processa message
when it traversesthe communicationsubsystem.In Cactus,a
micro-protocolcanbemuchmoresophisticatedandcanprocess
amessagemultipletimeswhile it is within acompositeprotocol.
For example,a micro-protocolmaybenotifiedwhena message
arrivesatthecompositeprotocol,whenit is readyto betransmit-
ted,andwhenit hasbeensentout. As a result,micro-protocols
donotneedto besimpledatafilters,but canimplementarbitrary
logical transportproperties.

Adaptive[12] introducesanon-hierarchicalapproachfor con-
structingconfigurableprotocols.In thisapproach,eachprotocol
or serviceconsistsof a “backplane”with slotsfor differentpro-
tocol functionssuchasflow controlandreliability. Thefactthat
aserviceis pre-dividedinto afixedsetof functions(or slots)nat-
urally restrictsthecomposition,e.g.,slotscannotbe left empty
andnew slotsaredifficult to add.Interactionsbetweendifferent
protocolfunctionsis alsoprescribedby thebackplane.Adaptive
providesahigherlevel configurationinterface,whereaprotocol
compositionis createdautomaticallybasedonafunctionalspec-
ification. Sucha higher-level interfacecouldalsobedeveloped
for CTPif desired.Finally, theUniversalTransportLibrary [35]
aimsto deliver customizedtransportprotocolfunctionality, but



focuseson providing an abstractinterfaceunderwhich oneof
many staticprotocolscanbesubstituted,ratherthancomposing
a protocolfrom a setof independentmodules.

VI . CONCLUSIONS

Theability to customizetransportprotocolscanprovide im-
portant flexibility when it comesto supportingnew applica-
tions andnew network technologies.Here,we have described
an approachto building suchservicesbasedon the Cactusde-
sign and implementationframework, aswell asa concretere-
alizationof the approachin the form of CTP. In this family of
transportprotocols,variousattributessuchasreliabletransmis-
sionandcongestioncontrolareimplementedasseparatemicro-
protocols,whicharethencombinedin differentwaysto provide
customizedsemantics.Initial experimentalresultsindicatethat,
while theperformanceis somewhatslower thanTCPandUDP
for similar configurations,the ability to target the guarantees
morepreciselycan in fact result in betterperformance.More
experimentsarebeingconductedto explore thesebenefitsfur-
ther.

Ongoingwork relatedto theCactusarchitectureincludesin-
vestigatingtools to partially or completelyautomatethe task
of configuringa compositeprotocol to meetspecifiedrequire-
ments,andadaptiveprotocolsthatchangetheir behavior at run-
time [36]. Resultsin theseareascouldbeappliedto make CTP
morepowerful andto simplify its use.

Other future work on CTP will concentratein threeareas.
First, we intend to useCTP asan experimentationandproto-
typing platform to implementandmeasuredifferenttransport-
relatedalgorithms. Second,CTP will be extendedto support
customizablemulticastandgroupcommunication.Finally, we
will explorefurtherperformanceoptimizations,bothin theCTP
compositeprotocolandin theCactusruntimesystemitself.
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